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Abstract

Inthecontextofgrowingdemandformobiledataandtheemergenceofve-

hicularapplications,heterogeneousnetworkswillbecomeanecessitytomeetthe

variousrequirementsoffutureIntelligentTransportSystems. Theaimofthis

researchworkistoinvestigatetheuseofheterogeneousvehicularwirelessnet-

workswithmultipleindependentRadioAccessTechnologies(RATs).AMultiple

InterfaceSchedulingSystem(MISS)isproposed,basedonauserperspective,

wherethevehiclehasvisibilityofalltheavailableRATs,withnomodification

tothefixedinfrastructure,operatorindependent,toimprovetheperformanceof

vehicularnetworks. MultiRATsolutionshavebeenreportedpreviouslywhere

thepacketsarescheduledatdifferentlayersoftheOSIseven-layeredarchitecture

buttheyrequiremodifyingtheroutingprotocols,haveoneIPaddressperRAT

orinvolvedesigningspecificsolutionforeachRAT.Toovercometheselimita-

tions,theproposedapproachistoschedulethepacketsatanintermediatelayer

locatedbetweenthenetworklayerandtheMAClayer.Thissolutionavoidsany

changestotheRATstandards,andmaintainsasingleIPaddress.

Anadaptiveschedulingalgorithmhasbeendevisedwhichiscomprisedof

automaticwirelessaccessinterfaceselection,intelligentbandwidthaggregation

andallocation,seamlessQualityofService(QoS)support,andcontext-aware

packetscheduling. Thesystemdynamicallyselectsthemostsuitablewireless

technologyinagivenspaceandtime,oritmayusethetechnologiesjointlyto

maximisethethroughput,orimprovethereliabilitythatcanbeachievedwitha

singleradiotechnology.Thisworkfocussesontheuplink,anditaddressesthe

scenariowherethevehicleistreatedasadatasource. Theevaluatedwireless

technologiesincludecellular(4G)and Wi-Fi(802.11pand802.11n).

Theproposedschemehasbeensimulatedandimplementedinhardwareto

validatetheperformanceoftheproposedpacketscheduler. Theresultsand

hardwareimplementationdemonstratethattheschedulingalgorithmisableto

transferpacketstransparentlyovermultipleRATstoprovidehigheravailabil-

ityand/orthroughputtogetherwithprioritizationofselectedservices,without

requiringanychangetoexistingwirelessstandards.Intermsofscalability,the

intermediatelayerapproachisshowntobesuitableforsupportingconnectivity

byincreasingtheavailabilityofuplinkconnectionwiththecurrentinfrastruc-

ture.Suchanapproachisnotonlyvalidforheterogeneousvehicularnetworks

butcanbeusedbymobiledevicesandthefutureinternetofthingswherethe

goalistouploadinformationfromdifferentdevicesanywhereandatanytime.
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Chapter1

Introduction

“Peopleinthe’middleages’didn’tknowtheywerelivinginthe’middleages’.”

[BenedictEvans]

1.1 Motivation

Themainmotivationbehindthisresearchworkisthattheavailabilityofmul-

tipleindependentRadioAccessTechnologiescanbeusedtoimprovespectral

efficiencyandavailability.Spectralefficiency,capacityimprovementsandavail-

abilitycanbeachievedbymeansofuserschedulingacrossmultipleRadioAccess

Technologies(RATs)whereusersareallocatedtoRATswiththebestchannel

conditions[1]. ToimplementamultiRATsolution,anintermediatelayerbe-

tweentheMediaAccessControl(MAC)andNetworkLayerhasbeendeveloped,

herebyalsoreferredtoasthe’ShimLayer’.Cellulartechnologies,suchas3G/4G-

LTE(LongTermEvolution),and Wi-Fitechnologies,802.11pand802.11n(2.4

GHzand5GHz)havebeenconsideredasRATtechnologiestoevaluatetheMul-

tipleInterfaceSchedulingSystem(MISS),hostedintheshimlayer.Thesystem

candynamicallyselectthemostsuitablewirelesstechnologyinagivenspaceand

timeormayusethetechnologiesjointlytomaximisethethroughputorimprove

thereliabilitythatcanbeachievedwithasingleradiotechnology.Theselected
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approachwilldependonthetrafficprofile,i.e.priority(datatypepackets)or

quantityofinformationtobesent/received.

Thereareatleasttwoscenariosforwhichtheheterogeneoussystemand

schedulingalgorithmcouldbeused.Thefirstcategoryisuserdevices,suchas

mobilephonesandlaptops,thathavethecapabilityfordualconnectivityover

multiplewirelesstechnologies.Inthiscase,thehostcouldefficientlyuseboth

interfacessimultaneouslyoruseaprimaryinterface,withautomaticredirection

ofallpacketsoveranotherinterfaceuponfailureoftheprimaryone.Thesec-

ondcategoryisvehicularnetworks,whichhavemoredemandingrequirements

becausethesourcemightbemoving,wirelessavailabilitymightchangerapidly

andsafetymessagesneedtobeprioritized.Thischaracteristicpromptsthede-

velopmentofopportunistichigherlayersthatshouldtakeadvantageofagood

linkwhileitlastswithoutcountingonitslongevity.Theshimlayerwasdesigned

withthelatterformofconceptinmindbutalsosupportstheformer.

ThefollowingsectionswilladdresswirelesscommunicationsinIntelligent

TransportSystems(ITS),heterogeneity,andvehicularnetworks.Theterm’het-

erogeneous’isfirstdefinedinSection1.2followedbyadiscussionaboutWireless

CommunicationsinITS(Section1.3)whichtreatsaboutthekeyfeaturesofve-

hicularcommunication. Theobjectivesandchallengesofthisthesisfollowin

Sections1.4and1.5respectively,andthenoveltiesandcontributionsarepre-

sentedinSection1.6.Finally,thethesisstructureinSection1.7concludesthis

chapter.

1.2 WhatisHeterogeneous?

Therapidgrowthinwirelesstechnologyinrecentyearsmeansthatthereiswide

coverageofwirelessnetworks.Newtechnologieshavebeendeployedwithcover-

ageoverlappingoneanother,henceformingahybridnetworkforwirelessaccess,

whichisusuallycalledheterogeneouswirelessnetworks[2].Heterogeneousrefers

toatechnologythatisdifferent,ordiverse,fromitssurroundingtechnologies.

AmultiRATheterogeneousterminalfeaturesinterfacesformultipletech-

nologies. Integratedarchitecturesareexpectednottorequire modifications

atthelowerlayerssothatdifferentwirelesstechnologiescanoperateindepen-

dently[3].Ausercanbeconnectedtoanotheruserviaavarietyofindependent

accesstechnologiesasdepictedinFigure1.1.Tocopewiththeintroductionof

heterogeneityintodataaccess,itiscriticaltoidentifyanddevisestrategiesthat

cancatertovarioususerprofilesandcanmaximizesystemperformanceandmore
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importantly,improveusers’qualityexperience[4].Thegoalistohaveahetero-

geneousarchitectureandservicesthattogetherprovideseamlessintegrationof

single-hopnetworksandmulti-hopwirelesssystems.Theresultingtwoscenarios

arethusconsidered:1)single-hop:thepacketsaresenttothesamereceiving

host,althoughtheyfollowdifferentnetworkaccesspaths,throughdifferentbase

stations/accesspoints;2)multi-hop:userscommunicatedirectlyinanAd-Hoc

mode.Inthefirstscenario,thecomplexityoftheinterchangebetweentechnolo-

giescanbedoneonthebackboneofthesystemandthisiscurrentlythecase:

theInternetcanbeaccessedthroughdifferentRATsandfromdifferentdevices.

Inthelatterscenario,oneofthechallengesistoproduceaschedulingalgorithm

thatisabletoreactcorrectlyiftwocommunicatingdeviceshavedifferentpro-

files.Forexampleonedevicethathasonlyalongrangecellularlinkavailable

andtheotherwithaprofilewhichprioritizestheuseofshortrangetechnologies.

Figure1.1:Multimodeterminalconnection

Thedesignofheterogeneousnetworksshouldbeonthebasisofintelligent

integrationofreadilyavailabletechnologiesinordertominimizethedeployment

costandtomakethedeploymentfast.However,thedesignshouldalsobeleft

opentoanybettersubstitutingorcomplementingalternatives[5]. Thenovel

shimlayerintroducedinthisthesisaimstorespondtoalltheserequirements.

1.3 WirelessCommunicationsinVehicularNet-

workandITS

Oneofthegoalsofheterogeneouswirelesscommunicationsforvehiclesistoex-

tendtheavailableinformationhorizonbeyondtraditionalsensorsystems(radar,
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cameras),whicharealllineofsighttechnologies. Vehiclesandinfrastructure

wouldcooperatetoperceivepotentialdangeroussituationsinanextendedspace

andtimehorizon.

Vehiclesarealreadysophisticatedcomputingsystems,withseveralcomputers

andsensorsonboard,andwillbecomemoreandmoresophisticatedinorderto

gatherinformationnotonlyfromtheoperationalstatebutalsofromtheirgeneral

environment.Thevehiclesareaimedtobeconnected’anyplaceandanytime’.

AccordingtotheETSI102638technicalreport[6],20%oftherunningvehicles

willhavecommunicationcapabilitiesin2017andby2027almost100%willbe

equipped.

Threeuniquefeaturesdefinevehicularnetworks:highmobility,largescale

andvariabledensity. Theyhaverapidlyevolvedfromtheirrootsasanappli-

cationofmobilead-hocnetworksandsporadiccontentprovisioningtotoday’s

fusionofinterdisciplinaryresearchoncomputercommunications. Themain

concernisfindinglow-latency,reliable,andefficientmethodsfordisseminating

safetydataamongneighbouringvehicles.Directlyapplyingtheexistingcommu-

nicationapproachesdesignedfortraditionalmobilead-hocnetworks(MANET)

tolarge-scalevehicularadhocnetworks(VANET)withfast-movingvehiclescan

beineffectiveandinefficient.VANETisaspecificMANETwithfastermoving

nodes,amovementpatternwhichislimitedalongtheroadwithfixeddirections

andascalewhichismuchlargerthanMANETs[7].Inaddition,applicationsin

VANETaredifferentfromMANETasmostVANETapplicationsrequiredata

tobetransmittedtoacertainareainsteadofbeingtransferredtoacertain

node: multicastingtoacertaingeographicalareaisalsoknownasZOR(Zone

ofRelevance)[8].

Torespondtothesechallenges,twomaincategoriesofvehicularcommuni-

cationscanbedistinguished: V2VandV2I.Vehicle-to-Vehicle(V2V)connec-

tionsallowforsafetyapplicationssuchascrashprevention,whileVehicle-to-

Infrastructure(V2I)connectionsenableinfotainmentandtrafficmanagement

whichcanleadtoenvironmentalbenefits. Atermcomprisingofallvehicular

communicationsisvehicle-to-everythingorVehicle-to-X(V2X).Anexampleof

V2XotherthanV2IorV2Visacommunicationinvolvingdirectlyavehicleand

apedestrian(Vehicle-to-Pedestrian):thevehiclecanreceivemessagesfroma

pedestrian’shandhelddevicetoalertthemoftheirpresence.

Varioustechniqueshavebeenusedovertimetoprovideinformationabout

trafficandhazardoussituationstousers: messagesarebroadcastviatheFM

(FrequencyModulation)radiotemporarilyinterruptingtheuser-tunedreception
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ormessagesignsplacedatstrategicpoints(tunnels,bridges,highwayconnec-

tions,busstops,cityentrance). Wirelesscommunicationscanprovidereal-time

trafficinformation,suggestalternativeroutes,andhelptoreducecongestion.

Thesenewservicesareallbasedonthereal-timeacquisitionoftrafficinforma-

tiondirectlyfromhandhelddevicesorvehicles,whichactassensorsthattravel

ontheroads[9].Someoftheproposedsolutionsincludethepossibilitytoen-

ablecommunicationsdirectlybetweenvehiclesorthroughatelecommunication

infrastructure,suchascellular.

Cellulartechnologiesarepresentlytheonlysolutiontouploaddatafrom

vehiclestocontrolcentres,withalargeimpactoncellularresourceusage[9].

Althoughmobilecellularnetworksarecapableofprovidingwidecoveragefor

vehicularusers,thedelayrequirementsofrealtimesafetyapplicationscannot

alwaysbeguaranteedbycellularnetworks.Toanswertothesafetyneeds,Ded-

icatedShort-RangeCommunication(DSRC)-basedon Wi-Fi802.11p,further

describedinChapter2andChapter3-,istheenvisionedtechnologytosupport

V2Vduetothehighavailabilityandverylowlatencycharacteristics.Evenif

DSRCisprimarilyforeseenforsafetypurposes,otherapplicationscouldtake

benefitfromitsdeployment,suchasoffloadingcellularnetworksorenabling

numerouslargescalecrowdsensingapplications[10].

Apotentialsolutionformeetingthebroadcommunicationrequirementsof

ITSistheintegrationofcellularnetworkswithDSRC,formingHeterogeneous

WirelessNetwork(HWN)ortheHeterogeneousVehicularNETwork(HetVNET)

[11].Suchanintegratedheterogeneousenvironmentenablesavehicletoaccess

aparticularnetworkdependingonapplicationsneedsandtypesofradioaccess

networks(RAN)available.

Thisleadstonewradioresourcemanagementconceptsbasedonuser-centric

cell-lessnetworkparadigms[12].Effectivelymanagingresourceallocationinsuch

acomplexenvironmentwarrantsafundamentalshiftfromtraditionalcentral-

izedmechanismstowardself-organizingandself-optimizingapproaches. These

networkscanincreasetheavailablebandwidth,improvethereliabilityandre-

silienceofthecommunicationpath[13],andimproveconnectivitybycombining

thecoverageareasofindividualRATs[14].Theneedforthisshiftismotivated

bypracticalfactorssuchastheincreasingdensityofwirelessnetworksandthe

needforcommunicationswithlowlatency[15].
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1.4 Objectives

Theobjectiveofthisthesisistodeviseadecentralized,user-centric,traffic-

orientedmulti-radio,multi-technology,multi-systemvehicularschedulingalgo-

rithmthatisintegrated,transparent,andself-configurabletorespondtodiffer-

entobjectiveswithradioaccesstechnologiesunderdifferentoperatorswithout

modificationoftheexistingwirelessstandards.Thecomplexityofsuchanen-

vironmentnotonlyneedstobehiddenfromtheendusers,butalsoneedstobe

madetransparenttotheapplications[16].

AnITStestbed,(OBU-ITS)laterdescribedinChapter6,hasbeendeveloped

toprovideaplatformforexperimentalevaluationoftheproposedheterogeneous

wirelesscommunicationsschedulingalgorithm.Theaimwastoaddarobustand

reliablewirelesscommunicationlinktothevehicle.Thislinkcouldbeusedto

sendcontrolcommandstothequadbike,orstreamvideoinformationbacktoits

controller,ortohavearemoteprocessingoftheimagescollectedbythecameras.

Theobjectiveistodemonstratethatheterogeneousnetworkscanimprovethe

performanceofthecommunicationinavehicularnetwork.

1.5 Challenges

Thechallengesofdevisingsuchaschedulingalgorithmaretomaintainthequal-

ity(errorrateandlatency)andavailabilityofthecommunicationlinkinthe

highlydynamicnatureofvehicularnetworks. Anotherchallengeisthecom-

plexityofintegratingmultipleindependentRATs,whichhavenocoordination

betweenthem.Otherimportantissuesincludeco-channelinterference,topology

discovery,routecreation,mobility,handoffmanagement,andloadbalancing.

Inaddition,theschedulingalgorithmneedstorespondtodemandinghetero-

geneoususers,eachofwhichhasitsowntype,objectiveandinformation. No

changesaretobemadetotheexistingwirelessstandards,thenetworksdonot

havetobeunderthesameoperatorandthustheimplementationcostsofthis

solutionarelow. MoredetailaboutthetechnicalchallengesisgiveninChapters

2and3.

1.6 NoveltyandPublications

MultiRATsolutionshavebeenreportedpreviouslywherethepacketsaresched-

uledatthenetworklayer[17,18],butthisrequiresmodifyingtheroutingproto-
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cols. Othersolutionshavescheduledthepacketsatthetransportlayer[19,20]

butthisadditionallyrequirestwoIPaddressesandrequirestwicethenumber

ofacknowledgements.SolutionswithpacketschedulingattheMAClayerhave

alsobeenreported[21,22]butthisrequiresaspecificsolutionforeachRAT

tocomplywiththerespectiveRATstandard. Toovercometheselimitations

theproposedapproachistoschedulethepacketsatanintermediatelayerlo-

catedbetweenthenetworklayerandtheMAClayer.Suchanapproachwith

thespecificcombinationofRATsisnovelforvehicularwirelessnetworks.The

proposedsolutionrequiresadeviationfromtheOSI(OpenSystemsInterconnec-

tion)seven-layeredarchitecture,butavoidsanychangestotheRATstandards

andmaintainsasingleIPaddress.

Thedevisedadaptiveschedulingalgorithmiscomprisedof:1)automatic

wirelessaccessinterfaceselection;2)intelligentbandwidthaggregationandal-

location;3)seamlessQualityofService(QoS)support;4)context-awarepacket

scheduling.Thesystemdynamicallyselectsthemostsuitablewirelesstechnol-

ogyinagivenspaceandtime,oritmayusethetechnologiesjointlytomaximise

thethroughputorimprovethereliabilitythatcanbeachievedwithasingleradio

technology.Theschedulingalgorithmcanallocateprioritiesfordifferenttraffic

types,withsafetycriticalapplicationsreceivingthehighestpriority.

TheopportunitiesrelatedtothedeploymentofIPbasedcellularinfrastruc-

tures,LTEand WiMax,leadstothepossibilityofheterogeneousnetworkswith

anexclusivelyIPstructure.Tothisend,aspreviouslymentioned,theconsidered

technologiesarecellular,suchas3G/4G-LTE(LongTermEvolution),andWi-Fi

technologies,802.11pand802.11n(inboth2.4GHzand5GHzbands). Only

someworkshaveconsideredthreeormoretechnologies[23]. Except802.11p,

thetechnologiesobserveacommoncharacteristicofone-hop(single-hoporin-

frastructure)operationmode,whereinusersaccessthesystemthroughafixed

BaseStation(BS)orAccessPoint(AP)connectedtoawiredinfrastructure.

Inadditiontothesimulationresultsahardwaretestbedwasestablishedto

carryoutpracticalmeasurementsandshowthefeasibilityofsuchasystemina

real-worldenvironment.

Theresultsfromthisworkhavebeenpublishedinthefollowingconferences

andjournalpapers:

Conferencepapers:

•C.Roman,P.Ball,andS.Ou,“Ashimlayerforheterogeneouswireless

communicationsschedulinginintelligenttransportsystems,”in2015IEEE

SymposiumonComputersandCommunication(ISCC),pp.174–179,July
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2015

•C.Roman,P.Ball,andS.Ou,“Performanceevaluationofdynamicsched-

ulerinmultiplequeueshimlayerforheterogeneousvehicularcommuni-

cations,”in2015IEEEGlobecom Workshops(GC Wkshps),pp.1–6,Dec

2015

•C.Roman, M.Sapienza,P.Ball,S.Ou,F.Cuzzolin,andP.H.Torr,

“Heterogeneouswirelesssystemtestbedforremoteimageprocessingin

automatedvehicles,”IEEE/IETInternationalSymposiumonCommuni-

cationSystems,NetworksandDigitalSignalProcessing(CSNDSP),tobe

published2016

Journalpapers:

•C.Roman,P.Ball,andS.Ou,“Multipleinterfaceschedulingsystemfor

heterogeneouswirelessvehicularnetworks:Descriptionandevaluation,”

SpecialIssueofSoftwareDefinedRadioandNetworkoftheEAITransac-

tionson WirelessSpectrum,tobepublished2016

•C.Roman,R.Liao,P.Ball,andS.Ou,“Mobilityandnetworkselection

inheterogeneouswirelessnetworks:Userapproachandimplementation,”

NetworkProtocolsandAlgorithms,vol.8,no.2,pp.107–122,2016

ThisworkwasalsoacceptedforpresentationattheTUGrazInternational

SummerSchoolonSmartCars(IS3C)in2015andattheIEEEComSocSummer

School2016(posterentitled’User-centricHeterogeneous WirelessConnectivity

inIntelligentTransportSystems’).

1.7 Thesisstructure

Theproposedshimlayerconceptandthemultipleinterfaceschedulingsystem

(MISS)havebeensimulatedandcriticallyanalysedusingdiscreteeventsimula-

tion.Thisthesisalsobringsexperimentalverificationoftheuplinkscheduling

algorithmviahardwareimplementation.Thethesisisorganisedin7chapters:

•Chapter1presentsthebackgroundonthemotivationforthisthesisand

theideasbehindheterogeneouswirelesssystems.

•Chapter2discussestheliteratureintermsofheterogeneousnetworksand

vehicularwirelessnetworks.
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•Chapter3presentsthearchitecturalchallengesoftheshimlayerandthe

generaloverviewofitsbenefit.

•Chapter4outlinesthemathematicalmodellingandsystemmodel.

•Chapter5evaluatestheshimlayerandsimulationresultsarepresented.

•Chapter6describestheimplementationandpresentsthehardware/test-

bedresults.

•Finally,Chapter7concludesthisthesisandintroducesseveralguidelines

forfutureresearch.
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Chapter2

Related Work

“Thefuzzyvariablesarefuzzifiedandconvertedintofuzzysetbyasingleton

fuzzifier”

[L. WangandG.S.G.S.Kuo[2]]

2.1 Introduction

Theconceptofheterogeneousnetworksandmulti-radiotransmissiondiversity

hasbeenstudiedoverthepast15yearsbuthasgainedconsiderableinterestin

thelastfewyearswiththeemergenceofvehiculartechnologyand5Gcellular

networks.Inthischaptertherelatedworkreportedintheliteratureisdescribed

forbothvehicularandnon-vehicularheterogeneouswirelessnetworks.Section

2.2discussestheparadigmofheterogeneouswirelessnetworks,thescenarios

involvedandtheselectionalgorithms.Researchapproacheswherethescheduling

occursatdifferentlayersisdiscussedinSection2.3.Thekeynetworkfeatures

ofIntelligentTransportSystemsandmessagecategorisationarethenpresented

inSection2.4tounderstandthecontextandtherequirementstobemet. An

overviewoftheRATsusedinavarietyofprojectsarediscussedinSection2.5.

Finally,examplesofhardwareimplementationofvehicularnetworksincluding

heterogeneoussolutionsarepresentedinSection2.6.

11
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2.2 HeterogeneousNetworks

Presently,technologiesaregenerallyseenasalternatives,butinthefieldofwire-

lesscommunicationsitisenvisionedthatdifferentwirelesstechnologiesmaybe

usedcooperativelyinordertoenhancethethroughputavailabletotheenduser

and/orthenetworkefficiency[29].Inthecontextofgrowingdemandformobile

dataandtheemergenceofvehicularapplications,heterogeneousparalleltrans-

missionswillbecomeanecessitytomeetthegrowingcapacityrequirements.

HoonKimetal[30]arguedthatnetworkswithmultipleradioaccesstechnolo-

gieswillbecomeoneofthemostprevalentfeaturesinnextgenerationmobile

networks(5Gandpossiblybeyond).ThecaseoftighterintegrationamongRATs

isstudiedbyKarimietal.[31]whereitisshownthatthegainofheterogeneous

networks,overindependentRATs,intermsofthroughputandspectralefficiency

variesbetween15%and60%[12].

2.2.1 SelectionAlgorithm

Inaheterogeneousenvironment,differentnetworksmightbemanagedbydiffer-

entserviceproviders,sotheircompetitiontoattractandgetmoreusersbecomes

animportantissue.Thecomplexityintermsofthenumberofdifferentpossible

allocationsincreasesrapidlywiththenumberofRATs.Differentmathematical

theorieshelpwiththeselectionbuttheyhavedifferentfunctionalities,which

leadtodifferentobjectivesfortheirusageinnetworkselection[2].Utilitytheory

evaluatestheutilityofthevalueofeachattribute.Multiple-AttributeDecision

Making(MADM)providesacomprehensivetheoryforthecombinationofmul-

tipleattributesforadecision.FuzzyLogictheoryisespeciallyhelpfultoadjust

thevaluesofdynamicattributessincetheinformationoftheseattributescould

beimpreciselycollected.GameTheorygivestheequilibriumbetweennetworks,

betweenusers,orbetweennetworksandusers,whichhelpstobalancebenefits

amongmultipleentities.Bayesianmodelsusethepreviouslycollecteddatato

updatetheprobabilityofanetworkstatushypothesis.Onthecontrary,Marko-

vianapproachesassumethatfuturestatesdependonlyonthecurrentstateand

notonpreviousevents.MatchingTheoryprovidesmathematicallytractableso-

lutionsforthecombinatorialproblemofmatchingplayersintwodistinctsets,

dependingontheindividualinformationandpreferenceofeachplayer.

Therearethusalotofoptionstochoosefromforheterogeneousnetworks.

OneofthemoststudiedapproachisGameThoery.However,thegamebetween

networksdoesnotprovideanetworkselectionschemeforusers,butitindirectly
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guidesuserstothinkabouttheircorrespondingschemesfornetworkselection

underanetworkcompetitionenvironment.Thus,thegamebetweenuserscon-

siderstheproblemsinwhichusersselfishlyselecttheirbelievedbestnetwork,

hencecausingnetworkcongestionandperformancedegradation.Anotherpop-

ularapproachismatchingtheorywherethemaingoalistooptimallymatch

resourcesandusersgiventheirindividual,oftendifferent,objectivesandlearned

information.K.Sundaresanetal[32]presentaninitialdesignofanalgorithm

TRINITYwhichcaterstoaheterogeneoussetofusersspanningmultiplepro-

filessimultaneouslybuiltontothereferencestructure-withoutmodifyingthe

currentstructureoftheexistingwirelesstechnologies.

Focuson MADM

SinceotherparametersmustbetakenintoconsiderationbesidetheRelative

SignalStrength(RSS),thenetworkselectionproblemcanbelookedatfrom

theaspectofmulticriteriaanalysis. MultiAttributeDecisionMaking(MADM)

isabranchofMultipleCriteriaDecisionMaking(MCDM)whichalsoincludes

multipleobjectivedecisionmaking(MODM).

MADMalgorithmshavebeenusedinheterogeneouswirelessnetworkenvi-

ronments,inordertochoosethebestRAT,tofindacceptablealternativesor

tofindthebestalternative[33].Adirectcomparisonbetweenthesealgorithms

wouldrequiretheuseofanotherMADMalgorithm.Theycanbesplitintotwo

maincategories:compensatoryandnon-compensatory.

Compensatoryalgorithmscombinemultipleattributestofindthebestalter-

native,suchasSimpleAdditiveWeighting(SAW)[34],MultiplicativeWeighting

(MW)andtheassociated MultiplicativeExponential Weigthing(MEW)[35],

GrayRelationalAnalysis(GRA)[36]orTechniqueforOrderPreferencebySim-

ilaritytoanIdealSolution(TOPSIS)[37].Becauseofitssimplicity,SAWisthe

mostpopularmethodinMADMproblems.IneachsuccessiveroundofMW,the

weightsareupdatedbymultiplyingthemwithfactorswhichdependonthepay-

offoftheassociateddecisioninthatround[35].GRAusesareferencematrix,

setsubjectivelybytheuser,tocomparethematricesobtainedforeachnetwork.

AnadvantageoftheGRAapproachcomparedtotheotherlistedalgorithmsis

thatitselectsthenetworkofferingaQoSclosesttothatwhichisbeingrequested

bytheservice,andnotthenetworkthathasthebestQoSbutfarexceedsthe

services’QoSrequirement.

Onthecontrary,noncompensatoryalgorithmsareusedtofindacceptable

alternativeswhichsatisfyaminimumcutoffcriterion[2].Variousjointradioac-
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cessallocationschemeshavealsobeenproposedbasedonheuristicoptimization

methodsthatexploitneuralnetworks[38]andgeneticalgorithms[39].Tochoose

thedifferentnetworksbasedonscores,FuzzyMADMisparticularlyinteresting

forthecasewhensomeattributesarebettertobesetwithfuzzinessduetothe

complexenvironmentinaMADMscheme.

2.2.2 DisadvantageofHeterogeneousNetworks

Althoughheterogeneousnetworksbringadvantages,anumberofissuesarise

furtherdiscussedinthissection.Inadditiontotheduplicateacknowledgements

issue[29],delaysrelatedtopacketre-orderingatthereceivingendarecommon.

InEarliestDeadlinePathFirst(EDPF)[17]theschedulingalgorithmartificially

throttlestransferratesonfasterpathswiththeaimofreceivingpacketsinorder

andthusreducingthetimeneededtore-arrangethem.Thisisnotanacceptable

solutionforsafety-criticalinformationasitcancauseanincreaseindelaybut

alsoadropinlinkutilizationandthroughput. Tosolvesuchpriorityissues,

aQoSapproachhasbeentakenbythe802.11eamendmentwithatraffictype

classificationmechanismbutitisonlyapplicableforwirelessLANapplications

(802.11)anddoesnotincludeotherRATs,suchascellularorBluetooth.

Bazzi[29]statesthatifthepacketdistributioniscontrolledinparalleltrans-

missions,thenthetargetedthroughputisreached. Byapplying MultiRadio

TransmissionDiversity(MRTD),performancegainshavebeenobservedinterms

ofaveragepacketdelay,packetlossandoutputcomparedtolegacysystemswhich

operateunderonlyonenetworkaccess[18].Itwasshownthat,althoughtheuse

oftechnologycombiningallowshigherthroughputforasingleuserandhelps

reducelosseswithimprovedefficiencyandthroughputwithoutconsumingmuch

wirelessbandwidth[40],itismaybeacounter-productivestrategyinascenario

withmultipleusersactingselfishly[29][41].Bazziconcludesthatfurtherstudies

mustbedevotedtoinvestigateifotheralgorithmsorotherconditionscangive

animprovementinagreaterrangeofscenarios.

Itistobenotedthatthemaingoalofnetworkselectionistoalwaysselectthe

bestnetworkforservingthegivenapplicationandnotfocusonloadbalancing,

whichcanleadtofrequentswitching[18]andperformancedegradation.Taking

twonetworksbothwithlowbuttotallydifferenttrafficloads,theloadbalancing

processwillignorethetwonetworks’lowtrafficloadsbutretainonlytherelative

largeloaddifference.Theresultisanunbalancedtrafficloadbetweenthetwo

networks,thatcouldcompromisetheimportanceofotherattributes(e.g.delay,

throughput)fromthenetworkselectionalgorithm[2].Performancemaybeen-
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hancedbylimitingpathswitchingtochannelvariationslargeenoughtoensure

considerableperformancegain,insteadofswitchingevenforsmallchanges,that

maynotyieldanysignificantgains.Also,activatingmultiplenetworkinterfaces

onamultimodeterminalmaysignificantlyincreasebatteryenergyconsump-

tion,therebyshorteningtheterminal’sbatterylifetimeandriskingpremature

transmissiontermination.

2.3 Schedulingatdifferentlayers-’Striping’

point

Striping,asdefinedbyTrawetal.[42],isageneralpurposetechniquefornetwork

resourceaggregation.TheaggregationcanoccuratdifferentlayersoftheOSI

layeredarchitecture. Thelayeratwhichtheaggregationoccursisdefinedas

the’striping’point. Bandwidthaggregationsolutionscanbeclassifiedbased

ontheirabilitytoadapttochangingtrafficandnetworkconditions,asdoneby

Ramabolietal.[14]. Thesolutionsthatconfigurethetrafficallocationratios

anddistributionpoliciestomatchvaryingtrafficandnetworkcharacteristics

areclassifiedasadaptive,whilethosethatarebasedonstaticconfigurations

arecallednon-adaptive. Asummaryofsomeoftheheterogeneousbandwidth

aggregationsolutions,canbefoundinFigure2.1. Amorecomprehensivelist

canbefoundin[14]or[43].

Inpreviouslyreportedwork,schedulingwithoutmodificationofthewireless

standardshasbeencarriedoutattheapplicationlayer[44],transportlayer[29]

andnetworklayer[18]oftheOSIlayereddatamodel.

Theadvantagesofschedulingattheapplicationlayeristhegreaterknowl-

edgeofapplicationcharacteristics. Thedisadvantageisthatitincreasesthe

complexityandcompromisesinteroperabilitywithexistingapplications[14].At

thetransportlayer,MultipathTCP(MPTCP)[19],amodifiedversionofTCP

usingsubflowstoredirecttraffic,hasbeenadoptedbytheInternetEngineering

TaskForce(IETF).However,initscurrentstate,MPTCPdoesnotincludein-

telligentinterfaceselectionandtrafficdistributionmechanisms[14].Theperfor-

mancedegradationofTCPisthemostimportantissueinanywirelesstransport

layerasalllossesareassumedtobeduetocongestioneveniftheymightbe

causedbyotherfactorssuchaschannelerrors,delayvariations,orhandoffs.

Networklayerschedulingsolutionsaresomeofthemoststudiedinthelitera-

ture(e.g. MRTD[18])duetotheflexibilityoftheInternetProtocol:scheduling
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Striping
Point

MAC MP[21],GLL[22]

Network

ALBAM[45],MRTD[18]

EDPF[17],OSCAR[46]

PT[47],CMTS[48]

Transport

FPS[49],CMT[50]

MTCP[20],ATLB[51]

cmpRCTP[52],pTCP[53]

Application
ALP-A[54],Kasparetal.[44]

DBAS[55]

Figure2.1: Examplesofheterogeneousalgorithmswithstripingpointsatdifferent
layers

canbeachievedacrossdifferentdomainsandinfrastructure.Nevertheless,there

ispoorTCPperformanceduetohighpacketreordering[14].

MAClayersolutionscanbedividedinupperlayerandlowerlayerMAC.The

upperlayerMACprotocols,althoughtheyareverysimilartoroutingprotocols

(e.g.IEEE802.11s),useMACaddressesfor’routing’,insteadofIPaddresses.

AnadvantageofschedulingattheMAClayeristhattheaccessselectioncan

operateinresponsetorapidchangesintheradiopropagationconditionsand

whichcanleadtoahigherutilizationoftheaggregatedcapacity.Adisadvantage

isthatitrequiresmodificationofthewirelessstandards,whicharemainlydefined

inthePHYandMAClayerspecifications.

2.3.1 Schedulingatlayer2.5

Theadvantageofimplementingthedataschedulingatanintermediatelevel

betweentheMAClayerandtheIPlayeristhatthesolutionistailoredtothe
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availablelowerlayersandtransparenttoalltheupperlayers.Therewouldbeno

modificationtotheexistingwirelessstandards(physicalandMAClayers)and

onedevicecanhaveoneIPaddress(e.g.oneIPaddressispresentedtoallthe

RATinterfaces),incontrasttopreviouslymentionedsolutions,implementedat

thenetworkandtransportlayers,whichrequireoneIPaddressforeachRAT.

Anotheradvantageofschedulingbetweenthe MACandthenetworklayeris

thattheaccessselectioncanoperateinresponsetorapidchangesintheradio

propagationconditions,similarto MAClayerscheduling[22,56]. Asimilar

intermediateshimlayerapproachbetweenthenetworklayerandtheMAClayer

wastakenforIEEE802.21 MediaIndependentHandoff(MIH),whichuseda

commoninterfaceformanagingeventsandcontrolmessagesexchangedbetween

heterogeneousnetworkdevices[57]butwasnotusedfordata.

NeighbourhoodAwareVehicularHandoverAlgorithm(NAIRHA)[58]stud-

iestheVerticalHandOver(VHO)processinVehicularNetworks(VNs)based

onthe802.21standardandtakesintoconsiderationthesurroundingcontext,

differentavailabletypesofwirelessnetworks,networkingelementsinformation,

geolocalisationfeatures,userpreferencesandapplicationrequirementstoselect

themostsuitablenetwork.Consideringthedecisionmakingprocess,NAIRHA

usestheSAWalgorithmtoevaluatethecandidateRAT(s)andchoosethemost

suitableonethatmeetsthemultiplerequirementsdefined.

Zhengetal.[59]introducetheHeterogeneousLinkLayer(HLL),whichop-

eratesontopoftheMAClayerineachRAN(RadioAccessNetwork)andcan

alsoadapttotheunderlyingradioaccesstechniques.Themainobjectivesofthe

HLLfunctionaretoenableglobalmanagementofnetworkresourcesandtomeet

theQoSrequirementsofsafety/non-safetyservicesbyfacilitatingcoordination

amongvariousradionetworks.Thedisadvantagewiththisapproachisthatit

doesnotfollowtheTCP/IPlayeredarchitecture.

2.4 ITSNetwork

Beforelookingintoheterogeneousvehicularwirelesssolutions,asurveyofthe

ITSrequirementsandservicesispresentedinthissection.ITSservices,com-

prisedofallmodesoftransport(e.g.vehicular,rail,air,seatransport),canbe

broadlycategorizedintosafetyandnon-safetyservices[60]-Figure2.2. The

safetyrelatedservicescanbesplitinfourcategories,namely1)vehiclestatus

warning,2)vehicletypewarning,3)traffichazardwarningand4)dynamicvehi-

clewarning.Anexampleofusercaseforeachofthesecategoriesisrespectively:
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ITS
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Vehicle
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Traffic
Efficiency

Infotain-
ment
Services

Figure2.2:ITSMessagesClassification

emergencyelectronicbrakelights,motorcyclewarning,roadworkwarningand

overtakingvehiclewarning.Theminimumfrequencyofperiodicmessagesofthe

safetyservicevariesfrom1Hzto10Hz,andthereactiontimeofmostdrivers

rangesfrom0.6to1.4s[61].Itisthusreasonabletorestrictthemaximum

latencytimetobenomorethan100ms[11].

Thenon-safetyservicesareusedprimarilyfortrafficmanagement,congestion

control,improvementoftrafficfluidity,infotainment.Themainobjectiveofnon-

safetyservicesistoenableamoreefficientandcomfortabledrivingexperience.

Theycanbesplitroughlyintotwocategories:trafficefficiencyandinfotainment

serviceswithapplicationssuchasintersectionmanagementandmediadownload

respectively.Comparedtosafetyservices,non-safetyserviceshavedifferentQoS

requirements.Formostnon-safetyservices,theminimumfrequencyofperiodic

messagesis1Hz,whilethemaximumlatencyis500ms[11].

Anon-exhaustivetableoftheapplicationscanbefoundin[11]andanillus-

trationoftheconnectedvehicle(C-ITS)applicationclassification,inspiredby

Piconeetal.[62]withdatafromtheEuropeanCommisionC-ITSplatform[63],

canbeseeninFigure2.3.Inallcases,high-levelsecurityisrequiredforboth

safetyandnon-safetyrelatedservices.Forinstance,inthelattercase,monetary

transactionssuchaselectronictollshavetobeauthorisedandendorsedbytraffic

managementauthorities.AsurveyonVANETsecuritychallengesandpossible

cryptographicsolutionscanbefoundin[64].
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Figure2.3:ConnectedVehiclesApplicationsclassification

2.5 RATsforvehicularnetworks

Tosupportsafety-relatedandnon-safety-relatedmessages,thewirelesstechnolo-

giesusedinV2Xcommunicationneedtooperateinaverydynamicenvironment

withhighrelativespeedsbetweentransmittersandreceivers.Itisassumedthat

mostvehicleswillbeabletoaccesstheInterneteitherthroughthe802.1xaccess

pointsorthroughthecellularnetworks.VehicletoVehicle(V2V)orVehicleto

Infrastructure(V2I)wirelesscommunicationsneedtobecombinedinorderto

givebothshortrangeaswellasmid-longrangecommunicationoptions.Aso-

lutionisneededthatcanclosethegapbetweenlong-rangecellulartechnologies,

short-range Wi-Fitechnologiesandthetraditionalsensorsystemswhichrequire

line-of-sight(e.g.radars,camera).Aheterogeneousplatformisthebestwayfor-

wardsincethereisalackofconsensusastowhatbusinessmodelshouldsupport

thisinfrastructure[5].TheCALMproject[65]addresseslongandmediumrange,

whileDSRC[65]providesshort-rangecommunicationsbetweenthevehicleand

theroadside.Theseprojectsareseparatedandnotlinkedtechnically.Thereis

thereforeanopportunitytointerconnectthemandfocusthisworkoncombining

theshort-rangeandthelong-rangeinanuniqueschedulingalgorithm. There

isalsoaneedforharmonizationandcoordinationbetweenthesedifferenttech-

nologiesinworldwideITSinitiativesanddevelopments(Japan,Europe,USA)

throughstandardisationbodiessuchasIEEE,ITUandETSI.Basedonthe

publiclyavailableinformation,L.Strandenetal.[66]summarizedthescopeand

applicationstypeof79projectsthatincludedwirelessvehicle-to-infrastructure

andvehicle-to-vehiclecommunications.Noneoftheseprojectsaddressalltypes
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ofsafety,traffic,andcomfortapplications,eitherinfrastructurebasedorad-hoc

tomeettherequirementsfortheseapplicationsatthesametime.

Asautomatedvehicleshaveenhancedsensingcapabilitiesthroughdifferent

sensors(radar,infra-red,camera),therangeofwirelesstechnologiesarelikelyto

interfere.Sturmetal.arguethatcombiningradarandcommunicationsystems

canallowbothenvironmentalsensingandV2Xcommunicationstobeperformed

moreefficiently[67].

ITSinfrastructureisneededtosupporttheabovementionedapplications

andvariousservicesunderdensevehicularenvironments.However,implement-

ingnewinfrastructurescomesataneconomiccostandthesuccessrateand

sustainabilityislinkedtohighpenetrationrates.TheCOLOMBOproject(Co-

operativeSelf-OrganizingSystemforlowCarbon MobilityatlowPenetration

Rates)[68]triedtoovercomethishurdlebyassertingtheusabilityfromthevery

beginningofdeploymentanddeliveringasetofmodern,self-organizingtraffic

managementcomponentsbeingapplicableevenatpenetrationratesbelow10%.

2.5.1 Cellulartechnologies

Sincetheinfrastructureofcellularnetworkshasbeenwidelydeployedforthe

pastdecades,itiseconomicallyefficienttoutilizecellularnetworkstosupport

V2Icommunications[69]. Hossainetal.[5]statethatanAdvancedHeteroge-

neousVehicularNetwork(AHVN)thatusesmultipleradiosandmultipleaccess

technologiesinacollaborativemannercouldbethebestcandidateforavehicular

network.TheirkeymotivationisthattheDedicatedShortRangeCommunica-

tions(DSRC)technology,furtherdescribedinthenextsubsection,willonlybe

effectivewhenitisubiquitouslydeployed,butthiswillnothappenuntilthe

requiredinfrastructureisinplace,governmentslegislateforDSRCdeployment

inpassengervehicles,andoldernon-compliantvehicleshaveretired.

Lequericaetal.[70]haveshownthatcellularsystem-aided(3G/LTE)het-

erogeneousvehicularnetworkscangreatlyfacilitatemessagedisseminationin

termsofmessagedeliveryratio,outperformingpurevehicularad-hocnetworks

withsparselyplacedvehicles.BasedonthisresearchHoTingChenetal.[71]

statethatoneviableoptiontoimprovethenetworkconnectivityinVANETs

forinfotainmentandroadsafetyservicesupportisviatheassistanceofawell-

establishedcellularsystemasacomplementarynetwork.However,notallgener-

ationsofcellulartechnologiesareadequateforuseinV2Icommunications.The

3Gsystem(WCDMA/UMTS)cannotwellsupportsafetyservicesinvehicular

communications.Forinstance,theconnectionsetupfromanidlestaterequires
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2-2.5s.Thedeliverylatencyisinallthestateslargerthantheallowedmaximum

latencyforsafetyservices(100ms).

Until5Gisdeployed,furtherdescribedinSection2.5.6,LTE(4G)isenvi-

sionedtosupportV2Icommunicationsespeciallyintheinitialdeploymentstage

ofvehicularnetworksandplayanimportantroleinruralareaswherethevehi-

cledensityislow.LTEmeetsmostoftheapplicationrequirementsintermsof

reliability,scalability,andmobilitysupport;however,itischallengingtomeet

thestringentdelayrequirementsinthepresenceofhighercellularnetworktraffic

load[72].LTEcanprovideuplinkdataratesupto50Mbpsanddownlinkdata

ratesupto100Mbpswithabandwidthof20MHz,andsupportsamaximum

mobilespeedof350km/h.Itcanserviceupto1200vehiclespercellinrural

environmentswithanuplinkdelayunder55ms[60].

TheLTE-Advanced(LTE-A)hasaddedanewentitycalledRelayNode(RN)

toenlargeservicecoverage,providingflexibilityofdeploymentandmoreflexible

IPmultimediaservices[73].Theavailablebitrateshaveincreasedto1Gbps.

LTE-AalsointroducedDevice-to-Device(D2D)discoveryandcommunication.

LTED2DcommunicationsisapeertopeerlinkwhichenablesLTEbasedde-

vicestocommunicatedirectlywhentheyareincloseproximity. However,the

D2Dprotocolreliesonthecellularnetworkassigningtherequiredresourcesto

theuser. Forexample,iftwonearbyuserswanttoshareafile,thenetwork

informstheterminalswhichtime-frequencyresourcescanbeusedforadirect

communication. Thenetworkinitializesthecommunicationandmanagesthe

interferencegeneratedbythelocalD2Dtransmission.Thisapproachdoesnot

workforV2Vuse-casesthathavetobefulfilledevenwhenthereisnonetwork

coverage[74].

Otherworkhasbeencarriedoutwithtechnologiessuchas WiMax(IEEE

802.16e)[75]. WiMAXisacompetingstandardforwirelessbroadbandinternet

access. Mobile WiMAX,isusedinhighlymobileapplications,suchashandheld

devicesandin-vehicularinternetaccess. Researchhasshown,however,that

WiMAXsuffersoverheadproblemswithhighnumbersofsimultaneousactive

connections[76].

Ingeneral,severalproblemsneedtobesolvedbeforeLTE/WiMaxsystems

canbewidelyusedforV2Icommunications[77].Asanexample,inhighlydense

areas,suchascities,withnumerousbuildingreflections,theperformanceof

cellularconnectivity,forbothLTEand WiMax,canvarybasedonthenumber

ofusers.

Until5Goranewtechnologyisdevelopedforvehicularnetworks,andthe
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correspondinginfrastructuredeployed,thebestoptionistocombinethecurrent

availablewirelesstechnologiesinamulti-radio,multi-technology,multi-system

vehicularcommunicationstorepresentalltheopportunitiesinthepluralityin

access.

2.5.2 Wi-Fitechnologies

Oneofthecomplementarynetworksthatcouldbeusedtosupportanintegrated

approachistheexisting Wi-FitechnologywithAccessPoints(APs)distributed

aroundthecity[78]. TheIEEE802.11standardspecifiesphysical(PHY)and

MediumAccessControl(MAC)layerstosetupaninfrastructurebasedwireless

localareanetwork(WLAN).Popularstandardsavailableonmobiledevices(lap-

tops,phones,tablets)includethe802.11b,g,nand,morerecently,higherdata

ratesarereachedwith802.11ac.Thesestandardsprovidegoodconnectivityfor

nodesthathavelimitedmobilityandthatdonotrequireextensivehandover

services. Theauthenticationandassociationprocessbetweenastandardde-

vice(STA)andanAccessPoint(AP)reducesthetimeanodecantransmit

datawithintheAPsrange. Bychkovskyetal.[79]revealedthatinurbanen-

vironments,afteravehicleassociateswithanAPandacquiresanIPaddress,

connectiontimerangesfrom5to24seconds.TheDynamicHostConfiguration

Protocol(DHCP)requiresbetween2to5secondsonceassociationiscomplete,

whichcantaketheentireconnectiontimeofavehicle.Thesestandardsarethus

notfullyadequateforvehicularnetworks.Someconcernsarealsorelatedto

Wi-FiProtectedAccess(WPA, WPA2)thatprovidesthesecuritylayerofthe

IEEE802.11protocol[62].

Erikssonetal.[80]haveintroducedQuickWiFiintheirCabernetsystem,

whichaimsatdeliveringdatatoandfrommovingvehiclesusingopen802.11

APs. QuickWiFireducesmeanconnectiontimetolessthan400msfromthe

abovementioned5-24secondsintervalbycreatingaclient-sideprocess,making

Cabernetaviablesystemfornon-interactiveapplications.Pasaventoetal.[81]

haveused Wi-FitocreateCarFi,whichcansupportcurrentapplicationsseam-

lessly.Someoftheclientfeaturesaremodified,suchastheDHCPclientwhichis

re-writtenandoptimizedforlatency.Everytimeavehiclesuccessfullyconnects

toanaccesspoint,itlearnstheperformancecharacteristicsofthatnetwork,

andifpossible,submitsthenewlyacquiredinformationbacktoaserver.GPS

localizationestimatestheAPperformancepotentialandguidestheselection

amongtheavailableAPs.UsingGPSinformation,themobilitypredictioncan

beimprovedbypredictingthepathandthenextmostlikelyPointofAccess
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(PoA)withinthepath[82].AsimilarapproachwastakenbyMendesetal.[83]

andMagnanoetal.[84]tocreateapredictiveconnectionmanagerthatisable

tochooseinadvancethebestnetworkandtechnologyavehiclecanconnectto.

TheGPSsignalisvitalinsuchscenariosanditisimportanttoprotectGPS

fromspoofers[85].Asimplermodeofoperationisalsoavailable,wheretheAP

decisionissolelybasedoninformationavailablelocally,suchastheReceived

SignalStrengthIndicator(RSSI).

Eventhough Wi-Fisuffersfromhighnetworksetuptime,802.11nwithout

anymodificationcanstillbeusefulincongestedcityareaswherecarspeed

doesnotexceed15km/h.Standard Wi-Ficanprovideanalternativefornon-

safetymessagesandsafetymessagesinthethirdcategorypreviouslydescribed

insection2.4(e.g.traffichazardwarning).Thiscanreleasethecellularnetwork

fromextrapressureandreducecostintheinitialstageofdeployment.Thestate

oftheartprogress,aswellasfutureresearchdirectionsandchallenges,forWi-Fi

offloadingissurveyedbyHeetal.[78].

Inordertoovercometheselimitations,theIEEEhasrealizedanewproto-

colstack WAVE(WirelessAccessinVehicularEnvironment)whichcopeswith

thevehicularrequirements:highlydynamicandmobileenvironment,message

transmissioninanad-hocmanner,lowlatency,andoperationinareserved

multi-channelfrequencyrange.TheIEEE1609standardsfamilydefineshigher

layerservices,suchassystemarchitecture,security,resourcemanagementand

communicationmodel,whileIEEE802.11pisfocusedonphysicalandMAClay-

ers[62]. Thebroadcastingofthemessageviatherandomaccessprotocolin

IEEE802.11pensuresafastexecutionofthetransmissionattheexpenseofa

lessefficientuseofthewirelessresources.

Thede-factostandardforV2XisDedicatedShortRangeCommunication

(DSRC)wirelesstechnology,whichisbasedontheIEEE802.11pstandard,

the1609 WirelessAccessinVehicularEnvironment(WAVE)standardinthe

UnitedStatesofAmerica,theEuropeanTelecommunicationsStandardsInsti-

tute(ETSI)ITS-G5standardsinEurope,andAssociationofRadioIndustries

andBusiness(ARIB)STD-T75inJapan.However,intheeventofalargenum-

berofvehicles,workbyHanetal.[86]showsthatDSRCinconjunctionwith

IEEE802.11pexhibitspoorperformance.TechnicaldetailabouttheWAVEand

ETSIapproachesisgiveninChapter3.
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2.5.3 Vehicular mmWavetechnologies

Millimeter-wave(mmWave)devicesofferseveralpotentialadvantagesforad-hoc

networksincludingreducedinterferenceduetodirectionalantennasandbuilding

blockages,aswellashighbandwidthchannelsforlargedatarates.Unlicensed

short-rangedatalinkscanbeusedin60GHzmmWave.The77GHzfrequency

bandhasalsobeenconsideredfordriverassistancesystemsbasedonmillimeter-

waveradarsensortechnology[87].ThemmWavechannelischaracterizedbyhigh

pathlossandhighpenetrationlosswithpoordiffractioncapability. mmWave

withbeamswitchinghasthepotentialofprovidingmulti-Gbpscommunications

invehicularenvironmentsbutpositionpredictionaccuracyiscrucialforthe

successofthebeamswitching[88]. Antennadiversityisoneoftheenvisioned

solutionstoovercomeblockagewithmultibeamantennas,scanningantennas

ordigitalbeamforming[89]. Blockage,however,canalsohelptomitigatein-

terference. Thornburgetal.[90]showthatmmWavenetworkssupportlarger

densities,higherareaspectralefficiencies,andbetterratecoveragecomparedto

traditional,lower-frequencyad-hocnetworks.

2.5.4 VisibleLightCommunication

AlessconventionalRAThasbeenrecentlyconsideredforvehicularnetworks:

visiblelightcommunications(VLC)orvehicularvisiblelightcommunication

(V2LC)underthespecificvehicularscenario.V2LCwasdesignedtobeusedas

acomplementarytechnologyfortheinternetofvehicles[91].VLCwouldenable

shortrangecommunicationinlarge,unlicensed,anduncongestedbandswith

limitedcosts.

TheincreasinginterestintheVLCtechnologyhasledtothedevelopmentof

theIEEE802.15.7standard.AlthoughitispartoftheIEEE802.15standard,

dedicatedtopersonalareanetworks,thespecificationsexplicitlyconsidervehi-

clesandilluminatedroadsidedevices,suchastrafficlightsorstreetlightsamong

theaddressedapplications[91].

ThekeyfeatureofVLCinrelationtoothervehicularRATs(DSRC,cel-

lular)isthatitoperatesinunlicensedanduncongestedbands. Also,itcan

usetheLEDsavailableonavehicleastransmittersandtheavailableinfras-

tructure(streetlights)astheaccessnetwork. Theapproachcanhavelimited

applicationsforV2Vbutitcouldbeusedtoimprovethebandwidthavailablein

V2I.Throughputoftheorderofmegabitspersecondhavebeenalreadydemon-

stratedforV2LCsandhigherdataratesatlongerdistancesareexpectedfor
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thefuture[92]. DisadvantagesofVLCareitsshortrange,theneedforlineof

sightandhighdirectivity,whichcanposeissuesinbroadcastingsafetymessages.

Somesafetymessagesneedtobebroadcastedomnidirectionally,andiftheex-

istingLEDsareusedonthevehicleforV2LC,thereareissuesrelatedtotheside

ofthecar.

2.5.5 Otherpossibletechnologies

BluetoothhasbeenusedinV2Ifortrafficmonitoringsystemswhicharecapable

ofidentifyingvehiclesandestimatetheirtraveltimeinaroute[93].Duetoits

reducedrangeandlimitedbandwidth,Bluetooth(IEEE802.15.1)isnotseen

asatechnologyforV2Vbutratherforprovidinguserswithmanyconvenient

featuresthroughanin-vehiclewirelessnetwork.Itisestimatedthatdiagnosis

processmaybecomeaBluetoothsystemlevelapplicationinvehicles[94].

ZigBee(IEEE802.15.4)isthekeyprotocolforwirelesssensornetworkappli-

cations.SimilartoBluetooth,itofferslowdataratesbutcanbeusedformany

embeddedapplicationsandintra-carwirelesssensornetwork.Oneadvantageof

ZigBeeisthatitenablesuniformmeshnetworking,whichsupportsthewireless

communicationbetweenvehicles.

2.5.6 Futuretechnologies

Thefuture5G(fifthgeneration)networkshouldbeheterogeneous,user-transparent,

app-oriented,service-ready,ubiquitousandlowcost. The5Gnetworkisex-

pectedtohavehighthroughput,lowlatency(1ms),largescalesensing(10k

sensing),improvedresilience,bettersafetyandsecurity,andaccommodatedif-

ferenttypesofdevices(fractalheterogeneity). Oneofthenoveltiesisthatthe

5Gmobilenetworkwouldexploitthehighamountofspectruminthemillime-

terwave(mmWave)bandstogreatlyincreasecommunicationcapacity[95].5G

isalsoexpectedtomakemulti-interface,environment-aware,multimode,and

multibandcommunicationdevicescommonplace.Theshimlayercouldrespond

tosuchrequirementsandcanbeapossiblesolutionfor5G.Theadoptionofthe

shimlayerinthe5Gtechnologyandtheuseof5Gforvehicularnetworkswith

safetyrelatedmessagesdependsnotonlyonthetechnologyitself,butalsoon

thepolicymakers.

Asummarytable,similartoJiauetal.[96],depictingthemajorRATsto

beusedinITSsystemscanbefoundinFigure2.1andanillustrationofan
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Figure2.4:ArchitectureofVehicularHeterogeneousNetwork

architectureofheterogeneousvehicularnetworkisshowninFigure2.4.

2.6 FieldTrialsandHardwareImplementation

Therehavebeenextensivefieldtrialstotesttheapplicabilityofvehicularnet-

workstandardsinprojectssuchasSafetyPilot1intheUSA,DriveC2X2in

Europe,Score@F3inFrance,andsimTD4inGermany.Thesefieldtrialsreflect

thesignificantinvestmentsoverthelast10yearstovalidatethe802.11ptech-

nology.Initialinvestmentdatesbackto1986withtheEurekaPROMETHEUS5

andDRIVEI6projectsinEurope.

Afewacademicprojectshavebuiltheterogeneouswirelesstestbedsthatcan

beusedasinitialtestingforvehicularnetworking.The WiSHFUL7projectof-

fersaccesstoseveralwirelesstestbeds.Open-AccessResearchTestbedforNext-

Generation WirelessNetworks(ORBIT)8providesarangeofradioresources

including: Wi-Fi802.11a/ac//b/g/n,Bluetooth(BLE),ZigBee,SoftwareDe-

1http://www.its.dot.gov/safety_pilot/-[Accessed:2016-08-02]
2http://www.drive-c2x.eu/project-[Accessed:2016-08-02]
3https://project.inria.fr/scoref/en/-[Accessed:2016-08-02]
4http://www.simtd.de/index.dhtml/enEN/index.html-[Accessed:2016-08-02]
5http://www.eurekanetwork.org/project/id/45-[Accessed:2016-09-09]
6http://cordis.europa.eu/telematics/tap_transport/research/16.html - [Ac-

cessed:2016-09-09]
7http://www.wishful-project.eu/about-[Accessed:2016-09-10]
8http://www.orbit-lab.org/-[Accessed:2016-09-10]

http://www.its.dot.gov/safety_pilot/
http://www.drive-c2x.eu/project
https://project.inria.fr/scoref/en/
http://www.simtd.de/index.dhtml/enEN/index.html
http://www.eurekanetwork.org/project/id/45
http://cordis.europa.eu/telematics/tap_transport/research/16.html
http://www.wishful-project.eu/about
http://www.orbit-lab.org/
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finedRadio(SDR)platforms(e.g.USRP, WARP)aswellasLTEand WiMAX

basestationsandclients.TheCarnegieMellonUniversity(CMU)wirelessemu-

lator[97]isaFieldProgrammableGateArray(FPGA)basedwirelessnetwork

emulatorthatallowsfortheemulationofwirelesssignalsandchannelsbetweena

seriesofnodes.HarborNetisareal-worldtestbedforresearchanddevelopment

deployedsuccessfullyintheseaportofLeixoesinPortugal[98].Thetestbedal-

lowscloudbasedcodedeployment,remotenetworkcontrolanddistributeddata

collectionfrommovingcontainertrucks,cranes,towboats,patrolvessels,and

roadsideunits.

Ascommercialproducts,ConnectifyDispatch9isasoftwarecombiningall

availablenetworkinterfacesofalaptopwiththeuseofaproxyservertoeither

increasethebandwidthorloadbalancetheapplications. MPTCPwithApple’s

personaldigitalassistant(Siri10)isanexampleofheterogeneousnetworkbeing

usedforacommercialmobileapplication.Inthepastyears,anumberofcom-

panieshavespecificallydevelopedproductsforvehicularcommunications,such

asAnritsu11,Cohda Wireless12,NXPSemiconductors13,Veniam(Universityof

Aveiro)14,AradaSystems15,YoGoKo(Inria)16.

9http://www.connectify.me/development/dispatch/-[Accessed:2016-09-10]
10https://support.apple.com/en-mn/HT201373-[Accessed:2016-09-10]
11https://www.anritsu.com/en-GB/-[Accessed:2016-09-10]
12http://www.cohdawireless.com/-[Accessed:2016-09-10]
13http://www.nxp.com/-[Accessed:2016-09-10]
14https://veniam.com/-[Accessed:2016-09-10]
15http://www.aradasystems.com/-[Accessed:2016-09-10]
16https://www.yogoko.com/en/main.html-[Accessed:2016-09-10]

http://www.connectify.me/development/dispatch/
https://support.apple.com/en-mn/HT201373
https://www.anritsu.com/en-GB/
http://www.cohdawireless.com/
http://www.nxp.com/
https://veniam.com/
http://www.aradasystems.com/
https://www.yogoko.com/en/main.html
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2.7 Summary

Inthischaptertheheterogeneousaspectsofwirelessnetworkshavebeenreviewed

aswellasthecommunicationrequirementsofITSnetworks.Combiningmultiple

wirelesstechnologiescanbeperformedatvariouslayersoftheOSIstackand

theadvantagesanddisadvantagesofeachsolutionhavebeendiscussed.Different

wirelessaccesstechnologytosupportITShavebeenintroducedandassessed.

Devisingeffectiveandefficientresourcemanagementapproachestailoredforin-

tegratedVANET/3G-LTEhybridnetworksisacomplextaskandneedsfurther

investigation.Eventhoughthecellularnetworkcannotbereliedonforcritical

safetyapplications,LTE(4G)canstillhandlealargenumberofITSapplications

whileUMTS(3G)canonlybeappliedforalimitedclassofservices.Unlicensed

datatraffictiedtoLTEcontrolchannelswillimproveoneaseofuse,andwill

bemorereliablethan Wi-Fiservices.Theidealsolutionistocreateaheteroge-

neousvehicularnetworkingsystemthatleveragesthebestofboth:theability

of802.11ptosupportsafety-relateduse-cases,andtheabilityofLTE-A/5Gto

supportnon-safetyrelateduse-cases[74].
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Chapter3

TheShimLayerConceptforITS

“Essentiallyallmodelsarewrong,butsomeareuseful”

[GeorgeE.P.Box]

3.1 Introduction

EachcommunicationstandardhasuniquefeaturesatthephysicalandMAClay-

ers.Abovetheselayers,manycommunicationsystemsadopttheTCP/IPlay-

eredarchitecture.Toimplementaflexibleheterogeneousnetworkwhichretains

thepropertiesofthedatasourcebutcanadapttotheselectedwirelessaccess

technology,ashimlayer,locatedbetweenthenetworkandMAClayersispro-

posed.Thetaskoftheshimlayer,istoprovideanindependentlayeroverwhich

network,transportandapplicationlayerprotocolscanfunctionefficiently,inde-

pendentoftheaccesstechnologiesusedineachofthepoint-to-pointlinksinan

end-to-endconnection.ThegoalistomeettheAlways-Best-Connected(ABC)

paradigm[99],appliedinheterogeneousvehicularnetworks.Inthischapter,the

shimlayerisdescribedindetail.ThesystemmodelispresentedinSection3.2.

AssumptionsrelatedtotheshimlayerarepresentedinSection3.3,aswellas

anexampleofasimpleschedulingalgorithm.Thetechnicalitiesandintegration

detailsalongwithadescriptionoftheconsideredRATs(802.11b/g/n,802.11p,

31
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andLTE)arepresentedinSection3.4.TheDSRC- WAVEandETSI-ITS5G

vehicularprotocolsarealsodescribedinSection3.4.

3.2 System Model

Tomaximisetheuseofexistingstandardsandtolowertheimplementation

cost,theproposedsystemmaintainstheMACandPHYlayersunmodified.A

shimlayer,referredtoasalayer’2.5’,isproposedwhichisinsertedbetween

thenetworklayerandtheMAClayerofeachofthewirelessaccesstechnologies.

Figure3.1depictsthesystemmodel. Themodelimplementationisbasedon

theIPv6SixLoWPanmodule[100],whichactsasanintermediatelayerbetween

theNetworklayerandtheMAClayerforlowpowerradiosystems.Themodule

hasbeenmodifiedtosupportmultipleMAClayersforonenode,whichallows

packetstobesentandreceivedfromdifferenttechnologies.

Thisshimlayerhoststheschedulingalgorithmandsendspacketstothese-

lectedRATs,makingtheselectiontransparentfortheupperlayers.EachRAT

exhibitsdifferentphysicalandlogicalfeatures.Theymayusedifferentfrequen-

ciesormodulationschemesatthephysicallayer,andtheymayusedifferent

mediaaccesstechniquesattheMAClayer.Animportantfeatureofthisscheme

isthatonesingleIPcancharacteriseeachnode.Suchanapproachcanbeimple-

mentedforanyIPbasedwirelesstechnology/networkandisnotonlyrestricted

tovehicularnetworks.

Figure3.1:ConceptualModeloftheShimLayer

Theshimlayerconsistsofaclassifier,fivetrafficcategoryqueuesanda

MultipleInterfaceSchedulingSystem(MISS),asshowninFigure3.2. The

’Classifier’receivespacketsfromtheupperlayer(IPLayer)anddistinguishes

betweenfivedifferentpackettypes:Video,Voice,Background,Best-Effortand
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Classifer

Incoming Packets from L3

    MISS
Scheduler

Video  Voice  Best-Efort Background  Safety
Critical

RAT
  2

RAT
  1

RAT
  n

Shim Layer

L2

Safety.ThefirstfouraresimilartotheAccessCategories(AC)oftheEnhanced

DistributedChannelAccess(EDCA),furtherdescribedinSection3.4.3. The

’Safety’packettypeisaddedtoaccommodatethesafetypackettransmissionsin

vehicularnetworks.Thereceivedpacketsbythe’Classifier’arethenplacedin

different’Queues’thatwillbeaccessedbythe’ScoringSystem’andthe’Sched-

uler’.The’Scheduler’(MISSSystem)isasynchronoustotheclassificationofthe

packetsinthedifferentqueues.TheMISSsystemisdividedintwoasynchronous

parts:theutilityscoringsystemandthescheduler.Thescoringsystemiscom-

prisedofarangeofutilityfunctionsandreferencevaluesrelatedtothenetwork

performanceandtheuserandservicerequirements. Theschedulermakesuse

ofthescoresprovidedbythescoringsystemtodistributethepacketsacross

differentRATs,ateachofitsiterations:aftermonitoringthequeuesizes,the

schedulerrequestsascorecalculationandsendsthepacketstotheappropriate

RATsbasedonthecalculatedscores,makingtheprocesstransparentforthe

upperlayers.

Figure3.2:Detailedconsistencyofshimlayer

WhenapacketisreceivedbytheunderlyingMACLayer,theextractedin-

formationisusedbythe’BandwidthEstimationFunction’andthe’Reference

&ParametersDatabase’.The’Reference&ParametersDatabase’holdstheref-

erencevaluesthatdefinetheminimumdelayandbandwidthnecessaryforeach

application/queuetype.Theentiresystem(MISS)insidetheshimlayerandthe

linksbetweentheunitsisdescribedindetailinChapter4.
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3.3 L2/L3shimlayerassumptionsandconsid-

erations

Thereisanimportantdifferencebetweentheuplinkanddownlinkintheshim

layerapproach. Thefocusissetontheuplink,ratherthanthedownlink,as

severalemergingapplicationstreatvehiclesasdatasourcesinmobilesensor

networks,whereavarietyofsensors(e.g.GPS,cameras,on-boardsensorsand

diagnostics)acquireanddeliverdataaboutthesurroundingenvironment[79].

Thisinformationcanbeusedtogeneratehighdefinitionmaps,seethebehaviour

ofothervehiclesandpedestrians,makemoreaccuratetrafficinformationmaps

andgatheron-streetparkingspaceavailability.

Theuplinkmodeldoesnotrequireanychangestothecurrentinfrastructure

asthepacketswillbeforwardedtotheBaseStation/AccessPointandfrom

thenonthepacketsfollowastandardroutetothedestination.Theproblemof

packetreorderingatthereceiverishandledbytheupperlayers.Asinglepathis

usedfordownlink.Thedownlinkoperatorsiderequirestherouterinthecloud

tohaveatablespecifyingthenumberofinterfaces/technologieseachuserhas,

checktheiravailability,andredirectthepackettooneoftheusers’pointsof

attachment(BS/AP)tothenetwork.Amodificationofthenetworkstandards

ontheoperatorside,oronthereceiversideisneeded.

MaximumTransmissionUnit

ItisworthnotingthattheIPlayerwillsegmentUDPpacketsexceedingthe

MaximumTransmissionUnit(MTU)ofunderlyinglayersandwilltrytore-

assemblethematthereceivingside.TheMTUisthesizeofthelargestProtocol

DataUnit(PDU)thatthedevicecansend.Theattributedefaultsto1500bytes

(RFC894[101]).Ifsomepacketsarebiggerthanthemaximumtransferunit

(MTU)ofthenetwork(1500bytesforEthernet,7981bytesfor Wi-Fibut2312

bytesfor802.11b),theseframeswillbesegmentedintosmallerpacketstofitthe

networkMTU.Thissegmentationcanintroduceextraprocessingdelay.

AlargerMTUismoreefficientsinceeachnetworkpacketcarriesmoreuser

datawhileprotocoloverheads(e.g. headers)remainconstant. Withalarge

MTU,thesameamountofdatarequireslessprocessingasfewerpacketsare

transmitted.However,thedisadvantageisthatlargepacketsoccupyaslowlink

forlongerperiodsoftimethansmallerpackets,whichcancausegreaterdelays

tofollowingpackets.

Inashimlayerapproachthe MTUcandifferforeachtechnology. Three
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solutionscanariseinthissituation:informtheIPlayerabouttheavailable

RATsforaparticularpackage-whichwouldcreateacross-layersolution;have

anewsegmentationofthepacketsattheshimlayer-whichwouldintroduce

overhead;orusetheminimum MTUoftheavailableRATs,reducingthefull

efficiencyoftheschemes.

Thesolutionemployedfortheshimlayeristoimplementanewsegmentation

ofthepackets.TheminimumoverheadassociatedwithUDP/IPv6is52bytes.

WiththeconsideredRATs,segmentationisonlyneededforpacketsexceeding

1500bytesasallconsideredstandardshaveaminimum MTUof1500bytes

(WAVEandETSIITS-G5have400bytesMTUbuttheunderlying802.11phas

adefaultof1500bytes).Thepercentageofoverheadinrelationtothepacket

sizeisnegligible(52÷1500≈3.5%)andthissolutionistheonethatisthemost

advantageousoutoftheotherapproaches.

3.3.1 IPv4andIPv6

IPv6communicationsarerecognizedasakeycomponenttoenabletrafficef-

ficiencyandinfotainmentapplications[102]. TheInternetProtocolVersion4

(IPv4)isstillwidelyusedtodaybutsuffersfromseveralproblems. Themain

problemistheaddressinglength(32bits)whichistooshorttoaccommodate

forgrowingnumberofconnecteddevices[103]. NetworkAddressTranslation

(NAT)hasextendedthelifetimeofIPv4butIPv6providesalongtermsolution,

asdescribedbelow.

Fortheaggregationsolutionatthetransportlayer,someissuesneedtobe

solvedinrelationtotheIPconnectivity. ATCPconnectionisidentifiedbya

tuple(IPaddress,port)ofbothendpoints.TheissueishowtomaintainaTCP

connectionwhenamobilenodechangesitsIPaddressasitentersanewaccess

network. OnesuggestedsolutionisMobileIP.MobileIPisdesignedtoallow

mobiledeviceuserstomovefromonenetworktoanotherwhilstmaintaininga

permanentIPaddress.Eachmobilenodehastwoaddresses,apermanenthome

addressandaCare-ofAddress(CoA),whichisusedwhenthemobilenodeisnot

onitshomenetwork[104].Thecommunicationbetweentwonodesisdonevia

HomeAgents(HA)thatarelocatedinthehomenetworksandwhichexchange

tablesaboutnodelocations. Anodeintendingtocommunicatewithanother

nodeusesitspermanenthomeaddressasadestination. Thesepacketsthen

getforwardedtowardsthedestinationviatheforeignhomeagentusinglookup

tables.

Oneassumptionofthisthesisworkisthateachvehiclewillhaveastatic
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IPv6addressandnoDynamicHostConfigurationProtocol(DHCP)addressing

isnecessarytoconnecttotheRATscontrolledbyoperators. WithIPv6afull

addressauto-configurationmechanismhasbeendefined[105],thatallowshosts

toconfigureaddresseswithoutanyhelpfromauserorDHCP.AnIPv6version

ofDHCPisusefulincaseswherethereisadesiretocentrallymanageaddresses.

Inthesituationwherethisisnottheadoptedrouteforvehicularaddressing,

across-layersolutionsuchasIP/MACaddressmasqueradingisoneoption,or

MobileIP.

ITSSv61isaprojectbasedonIPv6forITSthatbuildsonexistingstandards

fromETSI,ISOandIETF.TheIPv6ITSstationstackprovidedbyITSSv6

supports802.11pand2G/3GRATsandisconfigureddifferentlyaccordingto

theroleplayedbytheITSstation(roadside,vehicle,central).

3.3.2 Securityconsiderations

Therearetwosecurityaspectsthatneedtobeconsideredinanend-to-end

communicationsystem:dataandnetworksecurity. Datasecurityallowsthe

informationsentbytheusertobeencryptedandevenifitisintercepted,akey

isnecessarytodecryptit.Thedatasecuritymechanismoperatesathigherlayers

oftheOSIstackandsomeexampleprotocolsattheApplicationlayerareSecure

Shell(SSH),TransportLayerSecurity(TLS)anditspredecessorSecureSockets

Layer(SSL).Thenetworksecurityoperatesatthelowerlayersandoneaspect

canberestrictingtheaccesstothemediumtoavoidinsertionofunauthorized

messagesintothenetwork.ThegivenexampleoperatesatthePhysicallayerof

theOSIstackbutsimilarmechanismscanbeimplementedattheMAClayeror

IPlayerviaMAC/IPaddressesfiltering.

ThemostwidespreaddatasecuritymechanismisattheIPlayer.Inter-

netProtocolSecurity(IPsec)protectsallapplicationtrafficoveranIPnetwork

byauthenticatingandencryptingeveryIPpacketofacommunicationsession.

IPsecsupportsdataauthentication,dataintegrity,dataencryptionandreplay

protection.IPsecfunctionalityissimilarforIPv4andIPv6.However,IPsecis

embeddedwithinthesecurityarchitectureoftheIPv6protocolandcanutilize

thesecuritymechanismalongtheentireroute[106]. EventhoughIPv6isa

considerableadvancementovertheIPv4internetprotocol,itdoesnotprotect

againstmisconfiguredservers,poorlydesignedapplications,orpoorlyprotected

websites[107].

1https://project.inria.fr/itssv6/

https://project.inria.fr/itssv6/
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Intheshimlayerapproach,itisassumedthatthesecurityandprivacymech-

anismsareprovidedbytheotherlayersthathavesecurityaspectsbuiltin.For

instance,apartfromIPsec,whenconnectedtoaBS/AP,theBS/APisrespon-

sibleforthesecuritymanagementthroughtheexistingsecuritymechanism(e.g.

WPA2forWi-Fi)attheMACLayer.TheshimlayerwiththeMISSsystemonly

forwardspacketstodifferentRATswithoutmodifyingthecontentofthepackets.

Ifapacketisencryptedandcannotbesegmented,theMISSsystemwillsend

thepacketonlyontheRATthatcanaccommodatethepacketsize.Featuresto

mitigatesecurityattacks,suchasDistributedDenial-of-Serviceattack(DDOS)

orheadermanipulation,canstillbeusedwithashimlayerapproachwithout

influencingtheperformanceofthesystem.

Inconclusion,thesamenetworksecuritymechanismsimplementedbyindi-

vidualwirelesstechnologiesatthelowerlayersanddatasecuritysolutionsatthe

upperlayercanstillbedeployedifashimlayerschedulerisintroduced.

3.3.3 TransmissionSchemes

AmultiRATterminalfeaturesinterfacesformultipletechnologies.Thepackets

aresenttothesamereceivinghost,althoughtheyfollowdifferentnetworkaccess

paths,throughdifferentBaseStations/AccessPoints.Vehiclesmayusemultiple

schemesoverashortperiodoftime.

Threeschemeshavebeenconsideredformultiradiotransmissiondiversity

[18].Theschemes,depictedinFigure3.3,aredefinedasfollows:

•SchemeA-ParallelwithoutRedundancy:packetsaresentalterna-

tivelyonbothRAT1andRAT2-apotentialsolutionforapplications

requiringhighbandwidth,e.g.sendinglivevideostreamsfromavehicle.

•SchemeB-ParallelwithRedundancy:samepacketissentonboth

RAT1andRAT2-usedforredundancytoincreasethechancesofdelivery.

•SchemeC-SwitchedScheme:onlyoneRATatatimeregardlessof

thenumberofpackets-cost/energyeffectiveapproach.

3.3.4 ExampleofSimpleSchedulingAlgorithm

Anexampleofasimpleschedulingalgorithmimplementedintheshimlayer

basedonthethreetransmissionschemesisillustratedinFigure3.4.Foreach
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(a)Parallelwithout
Redundancy

(b) Parallel with
Redundancy

(c)Switched

Figure3.3:Differenttransmissionschemes

incomingpacketfromtheupperlayer(IPlayer),thescoringsystemoutputs

ascoreforeachoftheRATswiththelatestknownparametervalues. When

schemeAisselected,allthenetworksthathaveascorehigherthan0willbe

usedfortransmission. Thepacketcount(pt)willdecidewhichRATwillsend

thepacket(line5ofFigure3.4). WhenschemeBisselected,allthenetworks

thathaveascorehigherthan0willsendthesamepacket.Lastly,whenscheme

Cisselected,thepacketwillbesentontheRATthathasthemaximumscore.

Thepacketbypacketapproachandscorecalculationrespondstorapidchanges

inthecharacteristicsofthelinkbutdoesrequirehighercomputationalpower.

TheMISSsystemcanuseanyofthetransmissionschemesatagiventime,based

ontheselecteduserprofileand’ScoringSystem’output.

1:whilepacketpt,t=1,...,mdoFRATi,∀i=1,...,n
2: switchSEND(→)∗do
3: caseSchemeA
4: ifFofxRATs>0withx≥2then
5: tmodx=i,pt→RATi
6: else CaseScheme3
7: endif
8: caseSchemeB
9: ∀i:FRATi>0,p→RATi

10: caseSchemeC
11: p→RATmax(FRATi)

12:endwhile
*→ :tobereadas’sendon’

Figure3.4:SimpleSchedulingAlgorithm



Chapter3.TheShimLayerConceptforITS 39

3.4 Descriptionofconsidered RATsandinte-

grationwiththeShimLayer

TheshimlayercaninterfacewithanyIPlayerbasedtechnologywithoutchanges

tothestandard.ThethreemainRATsconsideredforthisthesisaretechnically

describedinthissectionandhowtheyinteractwiththeshimlayer. Network

Simulator3(ns-3)2isthesimulatorusedtoimplementandevaluatetheshim

layer. Theimplementationoftheshimlayerwithinns-3isillustratedinthe

followingsectionbutthedetailsofthesimulatoraregiveninChapter5-MISS

Evaluation.

3.4.1 Cellular-LTE

(a)LTEStandard (b)LTEStandardwithMISS

Figure3.5:IllustrationoftheLTEProtocolStack

TheLTEprotocolstackisillustratedinFigure3.5(a)[108]andtheposition

oftheshimlayerinFigure3.6(b).Thereasonforusinganothersetofqueues

abovetheMACLayerwherethequeuesareusuallyformedisthatincurrent

LTEsystems,theMAClayerlacksanefficientschedulingmechanismforproper

mappingofvehiculartrafficfeaturestotheexistingQoSClassIdentifier(QCI).

Thens-3implementationofLTEandtheinteractionswiththeshimlayerare

presentedinFigures3.6(a)and3.6(b).

2http://www.nsnam.org-[Accessed:2016-08-17]

http://www.nsnam.org
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(a)ns-3LTE (b)ns-3LTEwith
MISS

Figure3.6:IllustrationoftheLTEProtocolStackinns-3

3.4.2 Wi-Fi802.11a,b,g,n

The Wi-Fiprotocolstandardisthesimplestcomparedtotheotherconsidered

RAT(i.e.LTE)asitdefinesasetofrulesonlyforthePHYandMACLayers.

Theinitialstandardwasreleasedin1997andsubsequentamendmentsfollowed.

Eventhougheachnewamendmentrevokesthepreviousone,eachrevisiontends

tobecomeitsownstandardduetotheslowadoptionandmarketpenetration

rate.

TheIEEE802.11bamendmentintroducedtheHighRateDirectSequence

SpreadSpectrum(HR/DSSS)modulationprovidingamaximumdatarateof11

Mbits/s.TheIEEE802.11aamendmentisbasedontheOrthogonalFrequency

DivisionMultiplexing(OFDM)modulation,whichoffersahigherdatarate-54

Mbits/s.Differentlyfrom802.11b,thisamendmentworksinthe5.2-5.8GHz

frequencybands.TheIEEE802.11gamendmentintroducestheExtendedRate

PHY(ERP-OFDM),whichisatranspositionofthe802.11aOFDMmodulation

inthe2.4GHzband,withminorchangestoprovidebackwardcompatibility.The

IEEE802.11namendmentdefinesahighrateMultipleInputMultipleOutput

(MIMO)modulationformatwithdataratesthatcanreach150Mbits/s. The
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(a) Wi-FiStandard (b) Wi-FiStandard
withMISS

Figure3.7:Illustrationofthe Wi-FiStandardwithandwithoutMISS

bookwrittenbyPiconeetal.[62]isrecommendedforthosewishingtoknow

furtherdetailsabouttheseamendments.

TheprotocolstackisillustratedinFigure3.7(a). The MISSshimlayer

isintroducedinFigure3.7(b). Thens-3implementationofbothstandardsis

depictedinFigure3.8.

3.4.3 Wi-Fi802.11p

IEEE802.11pisfocusedonthephysicalandMAClayersandisbasedonthe

IEEE802.11a.Similarly,inns-3,the802.11pprotocolstackisbasedonthe

802.11astandard3andwillnotbereproduced.

ThephysicallayerisanamendedversionoftheIEEE802.11aspecifications

(basedonOFDMmodulation)with10MHzand5MHzmodes.Italsodefines

newpowerclasses,modifiedsensitivityandadjacentchannelsignalrejectionre-

quirements. TheMAClayer(Figure3.9)hasthesameEnhancedDistributed

ChannelAccess(EDCA)coremechanismintroducedintheIEEE802.11eamend-

mentbutthecommunicationisoutsideofthecontextofabasicserviceset(BSS).

3https://www.nsnam.org/docs/models/html/wave.html-[Accessed:2016-08-05]

https://www.nsnam.org/docs/models/html/wave.html
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(a) Wi-Fins-3 (b) Wi-Fins-3withMISS

Figure3.8:Illustrationofthe Wi-Fiprotocolstackinns-3

EDCAintroducesfourAccessCategories(AC),eachonedefiningaprioritylevel

forchannelaccessandhavingacorrespondingtransmissionqueueattheMAC

layer[109].EachACinthequeuebehavessimilartoavirtualSTA,indepen-

dentlycontendingwiththeotherstoobtainthechannelaccess.CSMA/CAis

stillused,similarto802.11a.

TheIEEE1609standards(WAVE)andETSI-ITSG5definehigherlayer

services,suchassystemarchitecture,security,resourcemanagementandcom-

municationmodelandarebasedontheIEEE802.11p. Theshimlayercan

beusedwiththe802.11pstandardbuttheunifiedupperlayersconceptisnot

fullycompatiblewith WAVEandETSIITS-5Gwithoutmodificationoftheir

respectivestandards.Thesestandards,describedinthetwosubsectionsbelow,

havespecificseparate/upperlayers(e.g.’Management’planeinboth WAVE

andETSIITS-G5)inordertosupportmulti-channeloperationmode,amongst

otherfeatures. Theshimlayercanstillbeimplementedinsuchsystemsbut

itwouldrequirespecificadjustmentstotheexistingstandardsontheuserside

(e.g.modifyingthemanagementplane).Examplesofthedifferentimplementa-

tionoptionsaregiveninthesectionsbelow.
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Figure3.9:EDCAmechanismintheIEEE802.11pstandard

WAVE

Inordertomeettherequirementsofvehicularcommunications,asuiteofstan-

dardsaredefinedbythe1609 WorkingGroupforDSRCNetworks:1609.4for

ChannelSwitching,1609.3fornetworkservicesincludingtheIPv6basedWAVE

Short MessageProtocol(WSMP),and1609.2forsecurityservices. Toavoid

excessiveoverheadcompression,theminimum WSMPoverheadis5bytes,and

evenwithoptionalextensionsitreaches11bytes. Thisoverheadallowsappli-

cationstodirectlycontrollowerlayerparameters(e.g.1byteforsecuritytype,

1byteforchannelnumber). Asacomparisontheoverheadassociatedwith

UDP/IPv6is52bytes.

The’SAEJ2735’standard,showninthe WAVEprotocolstandard[110]

illustratedinFigure3.10(a),specifiesaBasicSafetyMessage(BSM)set,itsdata

framesanddataelementsspecificallyforusebyapplicationsintendedtoutilize

the5.9GHzDSRCfor WAVEcommunicationssystems. Althoughthescope

ofthisstandardisfocusedonDSRC,themessageset,anditsdataframesand

dataelementshavebeendesigned,asmuchaspossible,toalsobeofpotential

useforapplicationsthatmaybedeployedinconjunctionwithotherwireless
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(a) WAVEProtocolStandard (b) WAVEwithShimLayer(Transparent)

(c) Modified WAVEwithShimLayer-Com-
promise

(d) Modified WAVEwithShimLayer

Figure3.10:Illustrationofthe WAVEprotocolstackandtheshimlayerimplemen-
tation

communicationstechnologies[111].Thestandardiscurrentlyinitsfifthrevision.

Inns-3,differentfromthestandard’WifiNetDevice’,the WAVEdevicewill

havemultipleinternalMACentitiesratherthanasingleone.EachMACentity

isusedtosupporta WAVEchannel. Theshimlayercouldbeintroducedto

interceptthepacketsenteringthequeueandplacethemintheshimlayerqueues

-Figure3.10(d). Bydoingso,thepacketscouldthenbesentonadifferent

RATortheshimlayercouldbeinterfacedwithdifferentchannelsofthesame

technology(802.11p).Suchanapproachgoesbeyondtheobjectiveoftheshim

layersinceitwouldthenalsohandlechannelselection.Acompromisesolution

istointroducetheshimlayerbeforethepacketsaresentinthe MAClayer

-Figure3.10(c). Thiswouldneverthelessstillmodifythestandard(e.g.the

channelinformationgivenbythe WSMPindicatedintheoverheadwillnotbe
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used).Atransparentimplementationoftheshimlayerispossibleforthe’non

safetyapplicationmessages’-Figure3.10(b).

ETSIITS-G5

(a)ETSIProtocolStandard (b)ETSIStandardextended

(c)ETSIwithShimLayer(Trans-
parent)

(d) ModifiedETSIwithShimLayer

Figure3.11:IllustrationoftheETSIITS-G5protocolstackandtheshimlayerim-
plementation

ThecandidateprotocolstackforITSapplicationsinEuropeisdesignedby

ETSIandisshowninFigure3.11(a)-theextendedversionisalsoshownin

Figure3.11(b))[112]. Thephysicaland MAClayershavebeenstandardized

in2009intheITS-G5protocol,whichislargelybasedonIEEE802.11p.The

goalisa200-800mcommunicationrange. TheprotocolsupportstheBasic

TransportProtocol(BTP)andtheGeoNetworking(GN)protocol.Twotypes
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Figure3.12:Comparisonbetweenthe WAVEandETSIITS-G5protocolstacks

ofsafetymessagesarestandardizedbyETSI,referredasCooperativeAware-

nessMessages(CAMs)andDecentralizedEnvironmentalNotificationMessages

(DENMs).CAMsareheartbeatperiodicmessages,whichincludespeed,heading

andposition,deliveredtovehicleslayingintheawarenessrangeofthesender

atafrequencyof1-10Hz. DENMsareevent-triggeredmessagesdeliveredto

vehicleslyingintherelevantgeographicalareaofthetriggeringevent.Sucha

regionofinterestcanspanseveralhundredmeters.

InFigure3.11(c)thereisatransparentMISSimplementationwithoutmod-

ificationtothestandard.InFigure3.11(d)thereisapossibleimplementation

withamodificationtotheETSIITS-G5standard(non-transparent).

Tosummarizethissection,acomparisonbetween WAVEandETSIITS-

G5isdepictedinFigure3.12. WAVEandETSIITS-G5networkscanoperate

wellundersparsenomadicdeploymentwithstationarychannels,butvehicular

communicationsmaytakeplaceoverseverefrequency-selectivemultipathand

fastfadingchannels,aswellasindenselypopulatedenvironments. Channel

congestion,unbalancedlink,prioritizationandchannelselectionaresomeofthe

issuesthatneedtoberesolvedforDSRC(WAVE,ETSIITS-G5)and802.11p.
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3.5 Summary

Inthischapterthesystemmodeloftheshimlayerhasbeenintroducedandithas

beenshownhowitcaninterfacetransparentlybetweendifferentRATs.Differ-

enttransmissionschemesinheterogeneouswirelessnetworkshavebeendiscussed

andanexampleofasimplealgorithmpresented.TheadvantagesofIPv6over

IPv4forvehicularnetworkwereoutlinedandsolutionshavebeenprovidedfor

mobilenodes.Devisingasystemthatensuresbackwardcompatibilityforlegacy

technologiessuchasIPv4addressingisoneofthemainchallengesthatstillneeds

tobeaddressed.ThedescriptionsoftheconsideredRATs-LTE,802.11nand

802.11p-fortheshimlayer,andtheimplementationinns-3,revealedhowthe

shimlayercaninterfacetransparentlywiththementionedtechnologies.Inter-

facingwithspecificvehicularsolutionssuchasIEEE WAVEorETSI-ITS5G

requiresmodificationsofthestandardsontheusersideifthefullfeaturesareto

beimplemented.Inallcases,nomodificationsonthereceiversideareneeded.
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Chapter4

MultipleInterfaceScheduling

System(MISS)

“e=mc2:error=(morecode)2”

[UnknownAuthor]

4.1 Introduction

TheMultipleInterfaceSchedulingSystem(MISS)isthecoreworkdescribedin

thisthesisalongwiththeintroductionoftheL2/L3shimlayerconcept.Section

4.2introducesallagentsoftheMISSsystemmodelandtheirinteraction.Section

4.3describestheclassificationoftheincomingpacketsfromtheupperlayers.The

choiceofparametersfortheschedulingalgorithmwiththeupdateprocedure

followsinSection4.4.TwoMADMapproacheswithscoringsystemshavebeen

modelledandarepresentedinSection4.5.Theresultingschedulingalgorithm,

implementedintheScheduler,alongwiththedifferentuserpoliciesarediscussed

inSection4.6.

49
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4.2 MISSSystem Model

AspreviouslyshowninFigure3.2,theshimlayerconsistsofaclassifier,five

trafficcategoryqueuesandaMultipleInterfaceSchedulingSystem(MISS).The

MISSsystemisdividedintwoasynchronousparts:theutilityscoringsystem

andthescheduler.Thescoringsystemiscomprisedofdifferentutilityfunctions

andreferencevalues. Theschedulermakesuseofthescoresprovidedbythe

scoringsystemtodistributethepacketsacrossdifferentRATs,simultaneously

ateachofitsiterations.Aftermonitoringthequeuesizes,theschedulerrequests

ascorecalculationandsendsthepacketstotheappropriateRATsbasedonthe

receivedscores,makingtheprocesstransparentfortheupperlayers. Allthe

consideredagentsarenon-preemptiveastheycannottemporarilyinterruptthe

othershimlayeragents.

Figure4.1:MISSSystemFlowchart

TheMISSsystemmodelisdepictedinthe4.1anditsagentsareenumerated

anddescribedbelow:

1.Classifier-Section4.3.1describestheclassificationandthemodellingof

theincomingpacketsfromLayer3(L3).

2.Queues-Section4.3.2outlinesthequeuesconsideredforthesystem(e.g.

FIFO,LIFO,CoDel).
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3.ScoringSystem-basedontwoMADMtechniques(Section4.5)whichtake

intoconsiderationtheUserPreference5,Node/LinkParameters6,and

BandwidthEstimationFunction7.

4.Scheduler-homeoftheschedulingalgorithm(Section4.6.1).

5.UserPreference-Differentpoliciesinfluencethescoringsystemandin

consequencethedistributionofpacketsatthescheduler(Section4.6.2).

6.Reference&ParameterDatabase-storesthereferenceparametersvalues

(Section4.4)butalsoinvolvestheupdateprocess(8).

7.BandwidthEstimationFunction(BEF)-basedonworkfromMascoloet

al.[113],theBEFisusedonlywhenanonpacketbypacketapproachis

taken(Section4.4.2).

8.Receive()-Thealgorithmreliesonpathmonitoring,suchasTCPacknowl-

edgement(ACK)informationforupdatesonbitrateanddelay. MAC

LayeracknowledgementsareanalternativeforUDP(Section4.4.2).

4.3 HandlingIncomingPacketsfromUpperLayer

Inthissection,theclassificationoftheincomingpacketsfromtheupperlayeris

describedandthequeuetypesinwhichtheseareplaced.

4.3.1 Classifier

Packetsarrivingfromlayer3(IPlayer)areclassifiedintofivedifferentqueues

basedontheirtrafficcategory(video,voice,best-effort,backgroundandsafety

critical). Theclassificationofthepacketsinthequeuesfollowsamemoryless

propertyasthepasthistoryhasnoinfluenceonthefuture.Sinceexponential

istheonlycontinuousdistributionwithmemorylessproperty,themodellingof

theincomingpacketsfromtheclassifierfollowsaPoissondistribution:

P(x)=
e−λλx

x!
(4.1)

withλ,theaveragenumberofeventsperinterval,x,theeventvalues(0,1,2,...),

ande,Euler’snumber. Moreover,itrequiresthatthenumberofpacketsarriving

innon-overlappingtimeintervalsareprobabilisticallyindependent.
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4.3.2 QueueTypes

Alltheconsideredqueuesarenon-preemptivequeuesastheycannottemporarily

interruptthetaskgivenbytheothershimlayeragents.Forexample,ifRound-

Robin(RR)queueisused,thequeueschedulercouldcuttheprocessofsending

apacketbeforeitwassentbecauseoftheexpiredallocationtime.Thiscould

haveanimpactonthefunctioningoftheshimlayer.TheRRqueuingapproach

isthereforenotbeingstudied.

TheFirstInFirstOut(FIFO)isasimplequeuetypebutitusuallyhas

long/varyingwaitingtime. TheLastInFirstOut(LIFO),alsoknownasa

stack,isalsoasimplequeuebutitisanunfairapproach,especiallyinsaturated

environments.ShortestJobFirst(SJF),inspiredfromaccounting,selectsthe

packetwiththelowestsizefirst.Oneadvantageisthatitminimizesthequeuing

delay(differentdelaysexplainedinSection4.4.1).However,ithasthepotential

ofpacket’starvation’forthepacketsthatrequirealongtimetocompletesuch

aslargepackets.ThePriorityQueue(PQ)servesthepacketswiththehighest

priorityfirst.TheControlledDelayManagement(CoDel)queue[114]eliminates

theexpiredpacketsfromthequeue,thusreducingthequeuetime.TheCoDel

usesthepacket-sojourntimethroughthequeueratherthanqueuesize,queue

occupancytimeorqueue-sizethresholds.Theuseoftheactualdelayexperienced

byeachpacketisindependentofthelinkrate,givessuperiorperformancetouse

ofbuffersizeandisdirectlyrelatedtotheuser-visibleperformance[114].

Theshimlayerproposesanovelapproachbycombiningapriorityqueuewith

aCoDelqueueapproach.Thepriorityqueueapproachisusedtoaccommodate

thesafepacketsfirst,andtheothertypesofpacketsinorderofpreference.The

CoDelqueueapproachhasbeenchoseninordertode-congestthequeuesfrom

packetsthathavetime-constraineddeliveryandforwhichthetimelimitcannot

bemet.

4.4 SchedulerParameters

Theparametersinfluencingtheschedulerdesignmostfrequentlytakenintocon-

siderationintheliteratureincludebandwidth,delay,jitter,biterrorrate,traffic

load,securitylevelandpacketloss[33]. Theseparametersaredefinedfroma

networkoperatorperspectiveratherthanfromauserperspective. Whenanop-

eratorcontrolsalltheAPsandBSs,theyareabletochoosetheoptimalsolution

foragivenuser.Inadditiontotheabovementionedparameters,anoperator

hastheavailabilityofotherfactorswhichinfluencetheRATandcellselection:
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availableservices,QoS,cellloadconditions,UEinterferenceconditions,user

profile,operatorpreferencesandterminalcharacteristics.

WhenauserhasvisibilityofmultipleAPsthatarenotunderthecontrolof

thesameoperator,theoptimalselectionofaccesstechnologyshouldbeatthe

user-end.Theusershaveadifferentperspectiveandtheymayhavevisibilityof

multipleAPswhicharenotunderthecontrolofasingleoperator.Asdiscussed

inChapter2,theselectionofanon-optimalnetworkcreatesundesirableresults

suchaspoorcustomerexperienceortheuseofmoreexpensivenetwork[115].

Sixattributes(bandwidth,cost,energyconsumption,delay,SINR,andspeed

ofvehicle)areconsideredforthealgorithmandarediscussedinthenextsection.

Asacomparison,theNAIRHAalgorithm[58]parametersincludethefollowing:

throughput,latencyperpacket,packetlossratioandpriceperMB.

4.4.1 Choiceofparameters

Thebandwidthorinstantaneousthroughputgivesanestimationofthecapacity

oftheRAT.

DelayisamajorindicatorofQoSandofmajorimportancefordelivering

safetycriticalinformationinITS.Therearefoursourcesofnetworkdelay:pro-

cessingdelay,queuingdelay,transmissiondelayandpropagationdelay. The

processingdelayisthetimebetweenreceivingapacketfromtheupperlayers

andassigningthepackettoanoutgoingqueue.Thequeuingdelayisthetime

bufferedwaitingfortransmission.Thetransmissiondelayisthetimebetween

transmittingthefirstandthelastbitofthepacket. Finally,thepropagation

delayisthetimespentonthetransmissionoftheelectricalsignalandisinde-

pendentofthetrafficcarriedbythelink. Thedelaymentionedinthe MISS

scoringsystemisthelattertypeofdelay-propagationdelay.SimilartoMulti

RadioTransmissionDiversity(MRTD)[18],transmittertoreceiverpacketdelay

isusedasthefeedbackinformationmechanism.

TheSignaltoInterferenceandNoiseRatio(SINR)isusedforaneffective

accessselectionbytaggingthereceivedpacketsattheunderlyingphysicallayer

beforetheyaresenttotheupperlayer. TheSINRisusefulsinceitgivesa

reliablemeasureofsystemperformanceinbothnoiseandinterferencelimited

scenarios.Thisensuresthattheuserknowsexactlywhattheyareexperiencing

andhastheoptiontochangetoabetterRATifitisavailable.

Thecostandenergyconsumptionsharethesamelinearutilitymodel.The

costisarelativemonetarymeasurementofusingthenetwork.Thesamelinear

conceptisappliedtoenergyassessments:themoreenergyintensiveaRATis,
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thelowerthescore. Nonreal-timeapplicationscanusetheweightsassociated

totheseparameterstooptimisetheuseoftheirresources.

MobilityisanimportantfactorinITS.Assuch,the speedofthevehicle

influencestheestimatedavailabilityofthenetwork. Thealgorithmpredicts

thenetwork’savailabilitybasedontheuser’sspeedtopreventtheuserfrom

connectingtonetworksthatwillbeoutofrangebeforetransmitting.Thismainly

appliestoshortrangetechnologiessuchas802.11x(except802.11p),Bluetooth

andZigbee. Eventhoughthevehiclesareabletosuccessfullyassociatewith

APsandalsotransferdatawithauniformprobabilityatallspeedsbetween0

and60km/htheminimumtimebeforeanydataissuccessfullytransmittedin

vehicularconnectionstoopen Wi-Fiisabout5seconds[79].IfanAccessPoint

hasarangeof100m,acartravellinghigherthan70km/hwillnothaveany

successfultransmissions.Likewise,thefastertheuser’sspeed,thelowerthebit

ratetheusercanachieveasitmainlydependsontheAPssignalstrength[116].

Anexamplewithempiricalvaluesofthedescribedattributesandweights,

partlyusedforoneoftheperformanceevaluationsimulationslaterdescribedin

Chapter5,isshowninTable4.1.

Table4.1:SelectedAttributesand Weights

Bandwidth Cost Energy Speed Delay SINR

(Mbps)  -  -  (m/s) (ms) (dB)

RAT1  54  5  50  5  10  16

RAT2  54  5  50  5  20  8

Weight  0.1  0.1  0.1  0.1  0.4  0.2

4.4.2 Updatingtheparametersvalues

Linkreliabilitycanbedeterminedbymeasuringsomephysicallayerparam-

etersofthesubsystem,suchasreceivedsignalstrengthandcontinuouslink

uptime[117].Thesevaluescanberetrievedwithoutmodifyinganyofthecur-

rentstandardsandarethusused. Thealgorithmreliesonpathmonitoring,

suchasTCPacknowledgement(ACK)informationforupdatesonthroughput

anddelay,whenthisinformationisavailable.Also,standard Wi-FiMACclient

acknowledgementsaremonitoredtodeterminethesignalstrength,throughput
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andpacketerrorrateofaselectedpath.Thisistoadaptallocationratiosand

transmissionschedulestonetworkchanges. Thedelay,bandwidth,SINRand

speedarecalculatedindependentlyfromtheschedulingalgorithm.Everytime

anewpacketisreceivedbytheshimlayerfromthelowerlayer,theirvaluesare

updatedinaTable,similartoTable4.1.

Regardingtheavailablebandwidthtwosourceshavebeenconsidered,al-

thoughnoneoftheseapproacheshaveyetbeenimplementedinthealgorithm:

Cabernetapproach[80]and/orTCP Westwood[113].

CabernetSystem

AsimplerateincreaserulehasbeenusedbyErikssonetal.[80]toimplement

rateadjustment.Thesenderconsidersincreasingtherateeachtimeitreceives

anACK.ThisincreaseruleissimilartotheadditiveincreaseusedintheTrans-

missionControlProtocol(TCP).

rate→rate+
ack.interval

(RTT)2
(4.2)

TheRoundTripTime(RTT)issquaredsincetherateadjustmentisfromthe

sendertothereceiver,whiletheRTTalsoincludesthereturnpath,fromreceiver

tosender.Ifthepreviouspacketgotnoresponse,thenewrateiscomputedas:

rate→max(rate(1−c·ploss),rmin) (4.3)

withploss,anexponentiallyweightedmovingaverageofthelossprobability

computedfromtheACKs,c,atunableconstantempiricallydeterminedasc=2,

andrmin,theminimumrate.

TCP Westwood

TCP Westwood(TCPW)[113]isamodificationoftheTCPcongestionwindow

algorithmofthestandardTCP(TCPReno)toimproveperformancebycon-

tinuouslymeasuringtherateofreturningACKsandestimatingtheavailable

bandwidth.

WhenanACKisreceivedatthesourceattime tk,itimpliesthatacorre-

spondingamountofdatadk,hasbeenreceivedatthereceiver.Asampleofthe

bandwidthusedbythatconnectioncanbemeasuredbythefollowing:

bk=
dk

tk−tk−1
(4.4)
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wheretk−1isthetimethepreviousACKwasreceived.Severaltimefilters

areappliedtoaveragesamplemeasurements.Thefulldetailscanbefoundin

Section2.2ofMascoloetal.[113].

Anadvantageofthisapproachisthatanns-3implementationhasbeenper-

formedbyGangadharetal.[118]andtheworkcouldbeintegratedintheMISS

algorithm.EventhoughthisimplementationisattheTransportLayer(L4),the

sameapproachcanbeusedbytheMISSsystemintheshimlayertransparently

asitatechniquethatonlyinvolvesinterceptingthepacketsandperforming

calculations.

TCPvs. UDP

Thetransportlayeristypicallyresponsiblewithprovidingend-to-endservices–

reliability,flowcontrol,andcongestioncontrol. ThechoicebetweenTCPand

UDPinvehicularnetworkswillalsodetermineifthesebandwidthestimation

approacheswillwork.UDPistobemainlyusedforsafetyapplicationsdueto

thedelayassociatedwithretransmissionsinTCP.IfUDPisused,noACKwill

bereceivedandthedescribedbandwidthestimationtechniquescannotbeused

butMACLayerACKcouldbemonitored.

TCPcanbeusedfornon-interactiveapplications,wherebandwidthisof

moreimportance. AnotheroptionistosenddummyTCPpacketsasaheart-

beatofthelink.Thisoptioninvolvesacrosslayermechanismastheshimlayer

wouldhavetoinstructtheTCPlayertosenddummypackets.However,heart-

beattechniquesarenotuncommoninOperatingSystems(OS)orReal-Time

OperatingSystems(OS)andcouldbeconsidered.

4.5 RATScoringSystem

Followingfromthediscussionsinthepreviouschapters,thesystemmodelneeds

tobe:User-centric,Decentralized,Mobility-oriented,Trafficoriented.Anequi-

libriumbetweenmultiplecharacteristicsofdifferentnetworkselectionmathemat-

icaltheoriesistobefoundforthesystemdesign. Ascoringsystemisusedto

prioritiseandselectagivenRAT.TheRATscoringprocessoftheMISSsystem

consistsoftwoutilitymulti-attributedecisionmaking(MADM)approaches,de-

scribedbelow.Theevolutionofthescoringprocess,fromthefirsttothesecond,

isbasedonempiricalresultsobtainedduringtesting.Itistobenotedthatthe

MISSsystemcanaccommodatescoringapproachesbasedonvarioustechniques

otherthanMADM,suchasGameTheory.
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Figure4.2:UtilityFunctions

4.5.1 ScoringI

Thefirstscoremodelisbasedonworkreportedby Wangetal.[119]. The

probabilityofusinganetworki,atacertaintime,ischaracterizedbyascore

whichisafunctionofseveralparameters(Pi).

Scorei=f(P1i,P2i,...,Pni) (4.5)

AsmentionedinSection4.4,sixattributes(bandwidth,cost,energycon-

sumption,delay,SINR,andspeedofvehicle)areconsideredforthealgorithm.

AnexampleutilitymodelforthesixattributesispresentedinFigure4.2.

Theutilityfunctionisneededtoscaledifferentparameterswithdifferentunits

toacomparablenumericalrepresentation.Inthisexample,itisassumedthat

thebandwidthfollowsasigmoidalfunctionoftheform(x/0.75)a/[1+(x/0.75)a]

wherea=20[120].Differentconsumerswithdifferentuserpreferenceswillhave

differentutilityvaluesforthesameproductasthevalueaisgivenbasedon

thesepreferences[2].Themaximumandminimumvaluesofeachattributeare

normalisedto[0-1].

Iftheutilitiesofeachparameter(P1i,..,Pnn)aregoingtobesummedup

withequalweights, multiplesmallattributesforaprofilecouldconcealthe
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importanceofthekeyattributeanddominatethefinaldecision. Weightsare

thereforeaddedtoeachparameter(w1,w2...wn)where
n
1wi=1. Forthose

parametersthatarelessimportanttotheprofile,theweightscanbesetto0.

Theseweightscanbetunedtooptimizeaparticularobjective. Thelowerthe

weightedscore,themorethenetworkissuitedtothespecifiedprofile. The

scoreofeachcandidatenetworkiisthenobtainedbyaddingthenormalized

contributionsfromeachmetricmultipliedbytheirweight,asshowninequation

4.6.ThemodeldesigncanthusprovidethebestavailableQoSatanytime,or

thelowestcostbasedonuserpreference.

Inadditiontothedescribedmodel,anetworkeliminationfactorcanbeadded

[2]. Either1or0,thisfactorreflectswhethercurrentnetworkconditionsare

suitableforrequestedapplications.Forexample,ifanetworkcannotguarantee

thedelayrequirementspecifiedforanapplication,itscorrespondingelimination

factorwillbesettozero. Thus,thecorrespondingscorebecomeszero,which

eliminatesthatnetwork. Multiplenetworkeliminationfactorscanbeaddedfor

oneapplication.Ifthereisnoeliminationfactorforthenetworkthevalueisa

constant1.Forthesakeofconciseness,threeattributeswillbemodelled,similar

to[119].Theweightedscoreofusingnetworkiatacertaintimeasafunction

ofthebandwidth(Bi),energy(Ei),andcost(Ci)becomes:

fi=e
k
j[(wb·N(

1

Bi
)+wp·N(Ei)+wc·N(Ci)] (4.6)

with wn=1,Nthenormalizedutilityande
k
jtheeliminationfactor(s)

forapplicationkforattributej. Applicationkcanbedividedintofourmain

trafficcategories:Background,Voice,Video,Best-Effort.Subcategoriesofap-

plications,suchasHigh-Quality/Low-Quality,canalsobeapplied.

Ageneralformofweightedscorefunctionforthepresentednetworkselection

problembasedonworkreportedby[121]isasfollows:

Fi=
k

( ekij)
j

[wkjN(u
k
ij)] (4.7)

whereekijisthenetworkeliminationfactor,either1or0,ofapplicationk,in

networki,intermsofattributej.(wkj)istheweightofattributejforapplication

kandN(ukij)representsthenormalizedutility.
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4.5.2 ScoringII

Thesecondscoringapproachisalsobasedonthepreviouslymentionedsixpa-

rameters.ThenovelvalidationprocessforaRATtogetascore(Sx)isbased

onthreesteps:

1.ApplicationValidation(BandwidthandDelay)

2.NetworkValidation-(SINRandVehicleVelocity)

3.UserPreferenceValidation-(CostandEnergyConsumption)

ThescoreofeachRAT(Sx)isusedintheschedulerforthedistributionof

packetsacrossdifferentRATs,asdescribedinsection4.6. Whyisthescoring

dividedintheabovementionedthreesteps?

1.Anapplicationisnotconcernedaboutthenetworkonwhichthedatais

sentortheuserpreference.

2.Thenetworkpathisnotconcernedaboutthetraffictype.

3.Auserisnotconcernedabouttheunderlyingnetworkconcepts.

Thisnovelapproachisacombinationbetweenacompensatoryalgorithmand

non-compensatoryalgorithm:acompensatoryalgorithmwasadaptedbyadding

minimumcut-offvalues.

ApplicationValidation-‘Thenetworkviewedbytheapplication’

TheinitialstepistocomparethedelaysandbandwidthofeachRAT.Ifthe

RATvaluesdonotmeettherequiredreferenceforaspecificapplicationz,the

RATiseliminated.Otherwise,theyarevalidatedtothenextstageandascore

isallocatedbasedontheutilityfunctionfromFigure4.3[25]. Thescorefor

thebandwidth(bxz)islimitedtoamaximumscoreof1.Inaheterogeneous

wirelessnetworkenvironment,whenanapplicationrequireshigherthroughput

thantheindividualRATscanprovide,thebandwidthofferedbytheRATscan

beaggregatedtocreatealargerlogicallinkwithenoughbandwidthtomeetthe

desiredthroughput(b1+b2+...+bx)[14]. Dependingonthechosenprofile,

theprocesscancontinuein’best-effort’mannerandthepacketsaresentevenif

therearenorealchangesofthemessagesbeingreceived.

Atthispointthescoringequationisasfollows:
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Figure4.3:UtilityFunctionswithfewerparameters

Sxz=bxz (4.8)

whereSxzisthescoreofRATxforqueuetypez.

NetworkValidation-‘Thenetworkviewedbythenetwork’

Anothereliminationfactorisappliedforthereceiverpower,specifictoeachRAT

(i.e. Wi-Fi:-94dBm;LTE:-140dBm).IftheRATsmeetthisthresholdthey

continuethescoringsystem,otherwise,theyareeliminated.

Thevelocityscore(vx)isobtainedbyusingdifferentutilitygraphsforeach

technologyasitdoesnothaveasimilarinfluenceon Wi-Fiandoncellular

technologies. AvelocityscoreforeachRATisobtainedonthespecificutility

functionsandthenmultipliedwiththebandwidthscore,resultinginanupdated

scoreSx.

Sx=bxz·vx (4.9)

AlltheRATsthathaveascorehigherthan0arevalidatedforthenextand

laststage.
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Figure4.4:ScoringFlowchartofMISS

UserPreferenceValidation-‘Thenetworkviewedbytheuser’

Inthislastscoringpartthedifferentweightsanduserpreferencesaretakeninto

consideration.Thecostandenergyconsumption(cx,ex)arepredefinedvalues

foreachtechnology. Thecostandenergyweights(wc,we)arechosenbythe

user.Ifcostisnotimportantforauser,theweightissetto0,andthusitdoes

notinfluencethescore.Ifitisconsideredimportant,theweightcanbesetup

toavalueof1.Thesetwoparametersandtheirweightsdefinethefinalscore:

Sx=bxz·vx·(cx·wc+ex·we) (4.10)

Asthebandwidthanddelayhaveminimumcut-offvaluesandtheirscored

valuesarenottakenintoconsideration,theutilityfunctionforthissecondap-

proachhaslessfunctionsandcanbeobservedinFigure4.3.

ThescoringsystemissummarizedintheflowchartinFigure4.4.
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Table4.2:SchedulerRATavailability

RAT1  RAT2  RAT3

(10Mbps) (20Mbps) (30Mbps)

Iteration1  1  1  1

Iteration2  0  1  1

Iteration3  0  0  1

Iteration4  1  1  1

Iteration5  0  1  1

Iteration6  0  0  1

...

4.6 Scheduler

Theschedulers’mainpurposeistodistributethepacketsfromdifferentqueues

basedonuser’schoicebyrespondingtoQoSstandardsandsafetycriticalap-

plications. Theschedulerisasynchronoustotheclassificationofthepackets

inthedifferentqueues. TheschedulerallocatespacketstoeachRATinpro-

portiontotheirrespectivedatarates. Forinstance,ifapacketsizeof1448

bytesisassumed(preventsfragmentation: MTUof1500bytes-52bytesforIP

overhead),andaRATdatarateof10Mbps,theschedulerisrecursiveevery1

millisecond.Foradatarateof20Mbps,every500microseconds.Foradatarate

of10Mbps,every250microseconds.Thescheduleralwaysaccommodatesthe

RATwiththehighestdatarate.TheotheravailableRATsaremarkedavailable

(AvailabilityRATx)basedontheremainderfromthescheduleriterationcount-

ing(it)modulotheratiooftheRAT(ratiox).Iftheremainderis0,theRAT

ismarkedavailable.TheratioofRATx(ratiox)isexpressedasthemaximum

datarateofallRATsoverthedatarateorRATdrx:

ratiox=
max(drx1,drx2,...,drxn)

drx
(4.11)

∀x,it modratiox=AvailabilityRATx (4.12)

Table4.2presentsanexamplewithabitrateof10,20,30MbpsperRAT

1,2,3respectively.Inthecaseofanon-harmonicscheduler(iftheremainder

isdifferentto0),theschedulercanperformunderthemaximumcapacityby
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adjustingtothelowervalueorsaturateatvalueshigherthan100%.Thelatter

optionprovidesmoreflexibilityasadvantagecanbetakenofthedifferentRATs

MACqueuebuffering.

4.6.1 SchedulingAlgorithm

1:q:queue
2:z:chosenqueuetosendpacketsfrom
3:n:numberofpacketstosend
4:mz:maxpackets(%)tosend(percentofn)
5:a:numberofavailableRAT
6:Sxz:ScoreofRATxforqueuetypez
7:loop(void)
8: calculateSchedulerAvailableRATs()
9: queue()
10: trafficDistribution(z,n)
11: Ifa=0,∀q=z,queue();
12:endloop
13:functionqueue(void)
14: ChecklengthofeachQueue(q)
15: ifqsafety=0thenz=qsafety,n≤msafety
16: elseifqvideo=0then
17: z=qvideo;n≤mvideo
18: else
19: z=qx;n=mx;
20: endif
21: returnz,n
22:endfunction
23:functiontrafficDistribution(z,n)
24: getRATScores(n)
25: n→∀ RATs,Sxz>0
26:endfunction
27:functiongetRATScores(queueType)
28: CalculateSxzreturnSxz
29:endfunction
30:functionbandwidthEstimationFunction(RAT)
31: Calculatemzreturnmz
32:endfunction

*→ :tobereadas’sendon’

Figure4.5:MISSSchedulerAlgorithm
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TheexampleschedulingalgorithmpresentedinFigure4.5hasthefollowing

procedure:

1.DeterminethenumberofavailableRATsforeachiteration.

2.Determinethequeuetypetosendpacketsfrom(z)andthenumberof

packetstosend(n).

3.Calculatethescore(Sx)ofeachavailableRATfortheretrievedqueue(z).

4.PacketsaresentontheavailableRATswithSx>0.

5.IfthereareavailableRATsremainingforthatiteration,theprocessis

repeatedforthelowerpriorityqueues(onlyforParallelTransmissionPro-

files).

4.6.2 DifferentUserPolicies

Parallel
Transmission

No

Energy/CostEfficient

UnusedBandwidth

SingleRATBestEffort

Yes

HighQoS

DualRATBestEffort

IncreasedBandwidth

Figure4.6:ExamplesofUserProfilesandtheiruseofparalleltransmission

Differentpoliciesinfluencethescoringsystemandinconsequencethedis-

tributionofpacketsatthescheduler. Thesepoliciesaredefinedbytheuser

profiles,thusinfluencingthetransmissionschemesandthescheduler.Theuser

specifiedrelativeimportancecaninfluencethecostandenergyscoringofthesys-

tem.Theseparametersdonothaveaninfluenceonthesafetycriticalmessages

ifthereisonlyoneRATthatcanaccommodatethemessages.

Anonexhaustivelistofsomeoftheuserprofilesthatcanbeusedintheshim

layercanbefoundinFigure4.6.Iftheprofilesarecombinedtheycanbecome

evenmorecomplex,forinstanceprovidingaccesswithaHighPriorityandCost
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Effectiveprofiles.Themoststringentrequirementwilltakeoverandthusonlya

singleRATmaybeused,unlesssafetymessagesareinvolved-furtherdescribed

insection4.6.3.

4.6.3 ParallelTransmission

Figure4.7:ParallelTransmissionFlowchart

Dependingontheselectedprofileorthetypeoftransmittedmessages,the

schedulingalgorithmmightuseaparalleltransmissionofpacketsonmultiple

RATs. Theparalleltransmissionmechanismflowchart(Figure4.7)ispartof

the’Scheduler’andisRATindependent. Thisprocessisperformedforeach

iterationofthealgorithm.Asdescribedintheprevioussection,theuserprofile

selectioninfluencesthescoringofeachRATandthepossibilityofusingmultiple

RATs.Thedottedlineindicatesalinkthatdoesnotoccurforeachiteration.

The’ScoringFunction’isinformedofthe’CostandEnergy Weights’onlywhen

thesevalueschange.The’ITSServiceMessage’consistsofalltheITSmessages

describedinSection2.4.Someofthesemessagesarenotconsideredas’safety’

andcouldthereforebeplacedinaqueueotherthanthe’Safetyqueue’.If

thereceivercanmaketimelyuseofdelayedmessages,thepacketsshouldbe

queuedfortransmission.Forinstance,an’Ice Warning’alertcanbebeneficial
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butan’emergencyelectronicbrakelights’mightnot. Thepacketsaretagged

withthe’LateTag’andreplacedinthesafetyqueueforretransmissionevenif

theirchancesofarrivaltothedestinationarelow(noRATsmeettherequired

performancecriteria).Thesere-queuedsafetypacketswillbediscardedbythe

shimlayerqueueifthedelayvalueexceedsapredefinedthresholdorifthepackets

expire.The’RATchange’scenarioisonlyactiveifanonparalleltransmission

profileischosen.

4.7 Summary

Inthischapter,alltheagentsoftheMISSschedulingsystemhavebeendescribed

andtherelationbetweenthemanalysed.Thethreemostimportantagentsare

the’Scheduler’,the’ScoringSystem’andthe’BandwidthEstimationFunction’.

Thealgorithmapproachisacombinationbetweenacompensatoryalgorithmand

non-compensatoryalgorithm:acompensatoryalgorithmisadaptedbyadding

minimumcut-offvalues.Theuserprofilechoiceoutputsvaluesforthescoring

system,intermsofallocatedweightstothecostandenergyconsumptionscoring

attributes.Italsoinfluencestheparalleltransmissiondecisionbyindicatingif

multipleRATscanbeusedbythenode.Paralleltransmissionmaybepreferable

iftwoormoreRATsareavailable,thereisaneedforbandwidthaggregationor

forcertainsafetycriticalmessagetypes.



Chapter5

MISSEvaluation

“andthelifewhichisunexaminedisnotworthliving”

[Socrates][Plato’sApology,(38a)]

5.1 Introduction

Inthischaptertheworkcarriedouttosimulatetheperformanceoftheshim

layerinsaturatedandnonsaturatednoncooperativetrafficenvironments,with

asingleuserandmultipleusersispresented.Large-scaleexperimentaltestbeds

aretooexpensiveandcomplexwhilecomprehensiveanalyticalapproachesare

oftenuntraceablefromamathematicalviewpoint[7].Discreteeventsimulation

(DES)isthereforethemostsuitableapproachforperformanceevaluationoflarge

networks.Thesimulationtoolsavailableandtheimportantcharacteristicstobe

takenintoaccountaredescribedinSection5.2.Thefullperformanceevaluation

oftheshimlayerandalgorithmhasbeenevaluatedinvariouspublishedpapers

[24][25][27].InSection5.3.2theshimlayerconceptisintroducedandits

functiondemonstrated[24].InSection5.3.3itisshownthattheshimlayercan

improvevideodeliveryqualitybyprioritizingthemostimportantframes[27].

Thisstudyisanextensiontothepreviouswork,describedin[25],whereitis

demonstratedthattheshimlayercanprioritizesafetymessagesregardlessof

67
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thelevelofsaturationofthelink. Finally,inSection5.3.4anon-cooperative

multi-userapproachisstudied.

5.2 SimulationSoftware

Someofthemostcommonlyusednetworksimulatorsarens-2,ns-3,OMNeT++,

OPNET,QualNetandSWANS[122]. Allarediscrete-eventsimulatorswhich

meanstheyarewellsuitedtosimulatingpackettransmissionacrossanetwork,

butdonothaveintegratedvehicularmobilitytraces.Theroadtrafficdynam-

icsarethemostdistinctivefeaturethattellsvehicularenvironmentsapartfrom

othermobilescenarios. Themovementofvehiclescandramaticallyaffectthe

behaviourofnetworkprotocols[123]andanincorrectrepresentationofcartraf-

ficcanleadtomisleadingperformanceresultsandwrongconclusions,evenif

thenetwork-levelsimulationisflawless[7].Atraffictracegenerator/simulator,

suchasSUMO(SimulatorofUrbanMObility)1,isneededforrealisticvehicular

mobilitytraces.Threeperformanceindicatorsrepresentvehiculartraces:veloc-

ityofthenodes(km/h),density(vehicles/km)andflow(vehicles/h). Oneof

themajorpubliclyavailablevehicularmobilitytracesisfromthecityofCologne

(Germany)with770,000monitoredvehiclesfora24hduration,coveringall

roadsonanareaof400km2[124]. Turin(Italy),Luxembourg(Luxembourg)

andZurich(Switzerland)arealsosomeofthecitiesthathavemobilitytraces

andarepopularamongstsimulators. AsummarytableisdescribedbyBeylot

etal.[7].

Thecompatibilitybetweenthenetworksimulatorandthemobilitytraces

dependsontheITSscenario.InanITSscenariowherethemobilityisinfluenced

bythecommunicationresult(e.g.accidenceavoidance,congestionreduction),

anintegratedcaseisused.Otherwise,inanITSscenariowherethemobilitydoes

notneedtobeinfluencedbythevehicularcommunications(e.g.datacollection

fromvehicles,trafficupdates),anisolatedcaseisused.

Integratedcase-iTETRIS[125]isanopen-sourceintelligenttransporta-

tionsystemsimulationplatformthatintegratesSUMOwithns-3andallowsthe

implementationofcooperativeITSapplicationsinvariousprogramminglan-

guages.OMNET++andSUMOwerealsocombinedtocreatetheverypopular

Veins(VehiclesinNetworkSimulation)[126]. BothiTETRISandVeinssim-

ulatetrafficflowdynamicallyandInter-VehicleCommunications(IVC).VSim-

RTI[127]additionallyextendsthecombinedSUMO/ns-3byincludinguserbe-

1https://sourceforge.net/projects/sumo/-[Accessed:2016-08-11]

https://sourceforge.net/projects/sumo/
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haviourtocreateanevenmorecomprehensiveandcompletesimulator.

IsolatedCase-Theisolatedcaseextractssynthetictracesfromthetraffic

simulator(SUMO)intheshapeofmobilityfilesthatarelaterintegratedinto

thenetworksimulator. Thecommunicationbetweenvehiclesdoesnotchange

themobilityofthenodes.

5.2.1 ns-3

Thechoiceofthenetworksimulatorisns-3. Theadvantagesarethatitis

modular,open-sourceandthereisalargeactiveonlinecommunity.Inaddition,

ns-3hasmoredetailedmodelsinseveralpopularareasofresearch(including

sophisticatedLTEand Wi-Fimodels),anditsopensupportofimplementation

codeprovidesaverywidespectrumofhigh-fidelitymodels. TheentireLinux

networkingstackcanalsobeencapsulatedinanns-3node,usingtheDirect

CodeExecution(DCE)framework,whichcanbeausefulfeatureforalgorithm

implementationinhardware.

Oneofthedisadvantagesofns-3isthatthephysicallayerandchannelmod-

elsoperateonaper-packetbasis,withnofrequency-selectivepropagationor

inter-channelinterferenceeffects.Thereisinterferencebetweennodeswithina

samechannelorLTEcellbutthereisnocross-channel,cross-cellinterference.

Detailedlinksimulationsarenotperformed,norarefrequency-selectivefading

orinterferencemodelsavailable. DirectionalantennasandMIMOarealsonot

currentlysupported.Radioperformanceisgovernedbytheapplicationofana-

lyticalmodels(basedonmodulationandfactorssuchaschannelwidth)tothe

receivedsignal-to-noiseratio,wherenoisecombinestheeffectofthermalnoise

andofinterferencefromothersignalsonthesamechannel. Radiofrequency

interferencefromothertechnologiesisnotmodelled.

AspreviouslydescribedinChapter3,anewns-3modelwasdevelopedforthe

proposedshimlayerandschedulingalgorithmthatcanintegratetransparently

withtheexistingns-3RATmodels.

5.2.2 Performance MetricsforSystemEvaluation

AspreviouslydescribedinSection4.5,thesystemneedstomeetthefollowingre-

quirements:User-centric,Decentralized,Mobility-oriented,Trafficoriented.The

performancemetricsofinterestfortheevaluationoftheshimlayerthatcanhave

thesystemmeettherequirementsareasfollows:

EndtoEndDelay(Latency)-thesumofallmeandelaysforeachvehicle,
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normalizedoverthetotalnumberofflowsinthenetwork,wheremeandelayis

definedastheratiobetweenthesumsofalldelaysintheendtoendpathand

thetotalnumberofreceivedpackets[72].Thequeuedelayisincludedwhichis

theaveragedurationoftimespentinthetransmissionqueueforapacket.This

isimportantfortheprioritizationofSafetyMessages.

PacketDeliveryRatio(PDR)-calculatedastheratiobetweenthenum-

berofreceivedpacketsandthetransmittedpackets.

Throughput-thesumofreceiveddataframebytesatthedestinations,

averagedoverthetotalnumberofflowsinthenetwork.

VideoEvaluation-QualityofService/Experience-Accordingtothe

ITU(InternationalTelecommunicationUnion),theQualityofService(QoS)

is”thetotalityofcharacteristicsofatelecommunicationsservicethatbearon

itsabilitytosatisfystatedandimpliedneedsoftheuseroftheservice”[128].

AccordingtothesameITU,theQualityofExperience(QoE)is”theoverall

acceptabilityofanapplicationorservice,asperceivedsubjectivelybytheend

user”[129].ThetwoarethuslinkedandagoodsetofQoSindicatorsislikely

toimprovetheQoEoftheusers.Therearethreepossiblemodelsformeasuring

QoEaccordingtoKuipersetal.[130]:

•Theno-referencemodelhasnoknowledgeoftheoriginalstreamorsource

fileandtriestopredictQoEbymonitoringseveralQoSparametersin

real-time.

•Thereducedreferencemodelhassomelimitedknowledgeoftheoriginal

streamandtriestocombinethelimitedknowledgeoftheoriginalstream

withreal-timemeasurementstoreachapredictionontheQoE.

•Thefullreferencemodelassumesfullaccesstothereferencevideo,possibly

combinedwiththemeasurementsconductedinreal-timeenvironment.

Intermsofvideoevaluation,therearetwomeasurescommonlyusedfor

measuringtheperformance:

•MeanOpinionScore(MOS)scale,basedoncomplexsubjectivetests,are

oftennotafforded.

•CalculationofPeakSignaltoNoiseRatio(PSNR)imagebyimage.The

methodispartoftheobjectivemetricsthathavebeendevelopedtoemulate

thequalityimpressionoftheHumanVisualSystem(HVS)torespond

tothenumeroustasksinindustryandresearchthatrequireautomated
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methodstoevaluatevideoquality[131].ThisisaderivativeoftheSignal

toNoiseRatio(SNR),whichcomparesthelevelofreceivedsignaltothe

levelsofnoise.ThePSNRcomparesthemaximumpossiblesignalenergy

tothenoiseenergy,whichhasshowntoresultinahighercorrelation

withthesubjectivequalityperceptionthantheconventionalSNR[132].

EvalVid[131]isanofflineevaluationtoolformeasuringQoEwithPSNR

values. Becauseofitsmodularstructure,EvalVidmakesitpossibleto

selectboththeunderlyingtransmissionsystemaswellasthecodecs,soit

isapplicabletoanykindofcodingscheme,andcanbeusedbothinreal

experimentalset-upsandsimulationexperiments.

Theshimlayerisevaluatedforeachoftheseperformancemetricsinthe

followingsections.

5.3 Experiments

The’Experiments’sectionisdividedinfoursubsections.Eachsubsectionintro-

ducestheobjectivesofthesimulation,theenvironmentsandthemethodology

used.Section5.3.1(’Assumptions’)isvalidforalltheexperiments.

Thefirstsetofexperiments(Section5.3.2)aimstoprovethatthesystem

modeliscorrectandthatthe MISSmodelrespondstothedifferentparame-

ters/profilestakenintoconsideration.Asingleuserwithasinglequeueisused;

thereisnoprioritizationofsafetymessagesyet.Throughputistheperformance

metricofinterestforthissection.

Inthesecondsetofexperiments(Section5.3.3)asingleuserwithamultiple

queueshimlayerisassessedforprioritizingsafetymessages.TheMISSprioriti-

zationaspectisalsotestedtoassesstheperformanceandimprovementofQoS

andQoEofstreamedimagesbyusingtheEvalVidframework.

Inthethirdsetofexperiments(Section5.3.4)thefullfeatureshimlayer

(multiplequeues,safetymessagesprioritization)isassessedinanon-cooperative

multi-userenvironmentwherethenumberofusersvaries. Theobjectiveisto

showthattheshimlayercankeepahighpacketdeliveryratioevenincrowded

saturatedenvironments.

Theend-to-enddelayisassessedinbothsecondandthirdexperiments(Sec-

tions5.3.3and5.3.4respectively).Additionalworkonthisperformancemetric

isdescribedinChapter6.
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5.3.1 Assumptions

AspreviouslymentionedinChapter3,eventhoughtheshimlayerworksforboth

uplinkanddownlink,theuserperspectiveapproachoftheuplinkistheonlyone

addressed.Asinglepathisusedfordownlink.Thefocusissetontheuplink,

ratherthanthedownlink,asseveralemergingapplicationstreatvehiclesasdata

sourcesinmobilesensornetworks,whereavarietyofsensors(GPS,cameras,on-

boarddiagnostics)acquireanddeliverdataaboutthesurroundingenvironment

[79].Theuplinkmodeldoesnotrequireanychangestothecurrentinfrastructure

asthepacketsareforwardedtotheBaseStation/AccessPointandfromthenon

thepacketsfollowastandardroutetothedestination.Thedownlinkoperator

sidewouldrequiretherouterinthecloudtohaveatablespecifyingthenumber

ofinterfaces/technologieseachuserhas,checktheiravailability,andredirectthe

packettooneoftheusers’pointsofattachment(BS/AP)tothenetwork.

5.3.2 Validation:Throughput-SingleQueue

Theobjectivesofthisfirstsetofsimulationsaretodemonstratethefeasibility

andtransparencyofschedulingonapacketbypacketbasisattheshimlayer

andtoshowthatthesent/receivedpacketsaresymmetricalwithrespecttothe

scorefunctionandchosentransmissionscheme.

The MultipleInterfaceSchedulingSystem(MISS)presentedinChapter4

withthealgorithmfromFigure4.5,hasbeenimplementedintheshimlayer

(Chapter3). Thisschedulingalgorithmisbasedonthetransmissionschemes

andscoringmodelpresentedinSection3.3.3andSection4.5.1. Theprofile

selectedbytheuserwilldeterminetheattributevalues(j)forapplication(k)

andthepriorityofusageofthedifferentschemes. Thesevaluesarestoredas

atableaccessiblebytheshimlayer.Foreachincomingpacketfromtheupper

layer(IPlayer),thescoringsystemoutputsascoreforeachoftheRATswith

thelatestknownparametervalues. Thepacketbypacketapproachandscore

calculationrespondstorapidchangesinthecharacteristicsofthelinkbutdoes

requirehighercomputationalpowercomparedtoablockprocessingofpackets.

ThedifferenttransmissionschemespresentedinSection3.3areassessed.If

schemeA(ParallelwithoutRedundancy)isselected,allthenetworksthathave

ascorehigherthan0areusedfortransmission.Thepacketcount(pt)decides

whichRATsendsthepacket(line5ofFigure4.5:tmodx=i,p→RATi).If

schemeB(ParallelwithRedundancy)isselected,thesamepacketissentonall

thenetworksthathaveascorehigherthan0.Lastly,ifschemeC(Switched)is
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Table5.1:SingleUserModelValidationns-3SimulationSetup

Wi-Fi 1 Wi-Fi 2

RAT 802.11n  802.11nGHz

Frequency 2.4GHz  5.18GHz

DataRate 21.9Mbps  27.1Mbps

LinkDelay(Fixed) 20ms 10ms

APs 1 1

PropagationLossModel  FSPL FSPL

QueueType FIFO DataTraffic  [20;40;60]Mbps

TransmitPower 20dBm PacketSize 1500bytes

Numberofnodes 1 ReceiverSink 1

Nodespeed 5m/s TransportLayer UDP

Mobility Predefined NetworkLayer IPv6

Coverage Continuous Addressing Static

Simulator ns-3.18 SimulationTime 10s

selected,thepacketissentontheRATthathasthemaximumscore.

SimulationEnvironment

ThesimulationparametersarepresentedinTable5.1. Twotypesofnetwork

technologies,802.11n2.4GHzand802.11n5.15GHz,eachwith20MHzchan-

nelbandwidth,havebeensimulatedasanexampleofaheterogeneousenviron-

ment. Thesehavebeenselectedastheyarethemostwidelydeployed Wi-Fi

accesstechnologiesindenseurbanenvironments.Thestandardtheoreticalrate

forbothtechnologiesis54Mbpsbuttheeffectivesimulatedmaximumpayload

throughputwithns-3.18is21.9and27.1Mbpsrespectively. Thisislinkedto

thetransactionmodel(DistributedInterframeSpace(DIFS),ShortInterframe

Space(SIFS),and802.11ACKs)andtheencapsulationoftheframes. Afull

explanationisgivenbyMatthewGastin[133]or[134].Thereceivedpowerfor

thetwoRATsispresentedinFigure5.3,withanassumedtransmissionpower

of20dBm(100mW)withaFreeSpacePathLoss(FSPL)propagationmodel.

TheFSPLwaschosensincetheprimarygoalistodemonstratethefunctioning

oftheshimlayerandnotfocusontheotherwirelesstechnologyaspectsthat
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Figure5.1:DataratescenariodescriptionandcapacityperRAT

couldinfluencetheresults.TheFIFOqueuewaschosenforthesamereasons.

ThetwoAccessPoints(AP)are50mapartandanode(vehicle)moveslinearly

fromAP1toAP2ataconstantspeedof5m/s,whereAP1isthestartpoint

andAP2isthedestinationpoint.BothAPsarelinkedtoasinkthatreceives

andmonitorsallthepackets.RAT1isassociatedwithAP1andRAT2with

AP2.ThesimulatedscenarioisshowninFigure5.2.

Thenodetransmitsatdataratesof20/40/60Mbps.Eachofthesedatarates

hasadataratescenarioassociated,summarizedinthestackedbarchartplot

inFigure5.1.Therateshavebeenchosentohaveallpossiblecombinationsin

termsofavailabilityandcapacityofthedifferentRATs.InScenario1,eachofthe

RATscantransmittheentiredatarate(20Mbps)asitisbelowtheirrespective

maximumthroughput(21.9Mbpsand27.3Mbps).InScenario2,the40Mbps

canbeachievedonlyifthetwoRATsareusedcooperatively(21.9+27.3=49.2

Mbps).FinallyinScenario3,bothRATsaresaturatedastheycannotmeet

therequireddatarateeveniftheyrespectivedataratesarecombined.

ThesimulationvaluesfortheattributesarepresentedinTable5.2,adapted

from Wangetal.[2].Thecostforbothtechnologiesareconsideredtobeequal

(5)andtheenergyconsumptionofbothtechnologiesarealsoconsideredtobe

equal(50).Thedelay(x)andSINR(y)arethetwoattributesthatarevarying

inthescenario.Theweightfactorsofthedifferentparametersarealsopresented

inthesametable,withdelayweightingtwiceasmuchasSINR.Asimilartable
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Figure5.2:SimulatedScenarioforValidationThroughput

wasusedasanexampleinChapter4.

Itisassumedthatthereisnointerferenceandnoiseinthescenarioand

thustheSINRisequivalenttothereceivedpower,asshowninFigure5.3.The

thresholdforasuccessfultransmission,andeliminationfactorforSINR,hasbeen

arbitrarilysettoavalueof-50dBm.Itisassumedthatadeviceundercoverageof

morethanoneRATisabletouseallresources.Intheregionwherethereceived

powerfrombothAPsisgreaterthan-50dBm,correspondingtoarangeof20

metersto30metersusingtheFSPLmodel,packetscanbetransmittedoverboth

RATs.ThedelayisassumedtobeconstantforbothRATs:20msforRAT1

and10msforRAT2.Thisdelaydistributionwillillustratethescoringfunction

andhowthescoringinfluencestheRATtransmissioninschemeC(switched).

Table5.2:SelectedAttributesand Weights

Bandwidth Cost Energy Speed Delay SINR

(Mbps)  -  -  (m/s) (ms) (dBm)

RAT1  54  5  50  5 x1 z1

RAT2  54  5  50  5 x2 z2

Weight  0.1  0.1  0.1  0.1  0.4  0.2
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Figure5.3:ReceivedPowerandDelayAssumption

Results

ThesimulationresultsarepresentedinFigures5.4,5.5and5.6. Eachfigure

representsachangeinthetransmitteddatarate.AsareminderfromChapter

3:

•SchemeA:ParallelwithoutRedundancy

•SchemeB:ParallelwithRedundancy

•SchemeC:Switched

Thefiguresplotthereceivednumberofpacketspersecondforthesinkand

thesentnumberofpacketspersecondforthesender(RAT1andRAT2).Table

5.3showstheaveragethroughput,atthephysicallayer,forthereceiveratthe

sinkandforeachindividualRATonthesender.Itcanobservedthat:

1.Theaveragereceivedthroughputatthesinkforthe40Mbpsdataratein

schemeAis8.8%highercomparedtoSchemeC(30.079 Mbps-26.561

Mbps).ThiscanbeseenonthegraphsinFigures5.5(a)and5.5(c).

2.Inthe40Mbpsand60Mbpsscenarios,itisimportanttonotethateven

iftheaveragedatarateatthesinkisalmostidenticalforschemesAand
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Table5.3:AverageDataRateResultsforAllThreeSchemes

AverageDataRate(Mbps)

DataRate Sink RAT1 RAT2

20Mbps 20.857 16.617 16.628

SchemeA 40Mbps 30.079 16.301 21.996

60Mbps 32.374 28.064 22.765

20Mbps  26.22 20.887 20.905

SchemeB 40Mbps 32.405 18.147 22.766

60Mbps 32.374 28.064 22.765

20Mbps 20.857 20.887 20.923

SchemeC 40Mbps 26.561 18.147 22.801

60Mbps 26.558 28.063 22.801

B,halfofschemeBpacketsareduplicatessincetheschemeisParallel

withRedundancyandthepacketsareduplicatedattheShimLayerbefore

beingsentonthesecondRAT.ThegoodputforschemeAistherefore

higherthanschemeB.

3.TheMACheaderaddsanextra48bitswhichexplainsthatthereceived

throughputof20.857MbpsatthesinkforSchemeAishigherthanthe

sentdatarate(20Mbps).

Thefollowingobservationcanbemadefromthe20Mbpsscenario(Figure

5.4):

1.ThesinkreceivesataconstantrateforbothSchemesAandC,evenif

thereisaswitchinthetransmittingRATtechnologyonthesenderside.

2.ForschemeA,duringtheperiodoftimewhenbothRATsareintransmis-

sionrange,thesentdataisdividedequallybetweenthetwoRATs-Figure

5.4(a).

3.ThisisnotthecaseforSchemeCwheretheRATsareindividuallytrans-

mittingeithertheentiredatarate(20Mbit/s)ornone-Figure5.4(c).
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The40Mbpsscenario(Figure5.5)allowsthefollowingobservations:

1.Thepacketsaremoreevenlydistributed,similartoaloadbalancingscheme,

overthetwoRATswhenusedcooperatively(schemeA)ratherthenwhen

usedseparately(schemeC).

2.SchemeBfor40Mbps(Figure5.5(b))isnotefficientasitsendsthesame

numberofpacketsasthe60 Mbpsscenario(Figure5.6(b)). Thiscan

neverthelessbeofinterestfordelaysensitiveapplications,asthepacket

arrivingfirstcanbetakenintoaccountandtheseconddiscarded.

3.SchemeCislessefficientintermsofreceivedthroughputcomparedto

schemesAandB.

Inthe60Mbpsscenario(Figure5.4),whichisthefullsaturation,thefollow-

inganalysiscanbemade:

1.ThepeakoccurringinFigures5.5(c)and5.6(c)ofschemeCisexplainedby

thesaturationofthetransmissionMACqueue.Eventhoughthealgorithm

hasstoppedsendingdataonRAT1,duetotheMACbufferoverflow,the

RATkeepstransmittingthepacketsleftinitsMACqueue,thusresulting

inthetwoRATsbeingusedsimilartotheparallelwithoutredundancy

scheme(A).

2.InschemeCevenifthereceivedpowerishigherforRAT2,RAT1keeps

transmittingwhilebeingabovethereceivedpowerthreshold.Basedonthe

receivedpoweranddelaysettings(Figure5.3)thereceivedpowerofRAT

2ishigheraftera25mdistance(or5sinthesimulation).Theshimlayer

shouldswitchfromRAT1toRAT2.However,itonlyswitches1slater.

ThedelayforRAT1(10ms)islowerthanthedelayofRAT2(20ms)

andtheweightingishigherforthedelaythanthereceivedsignal(Figure

5.2)-0.4comparedto0.2.Thedelayweightinfluencestheoverallscore

oftheRATandthepacketsarecontinuouslybeingsentontheRATwith

thehighestscore(RAT1),evenifthereceivedpowerofRAT2ishigher.

Thisshowsthattheshimlayerweightingiseffective.
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Table5.4:PrioritisingPackets/MultipleQueuesns-3SimulationSetup

Wi-Fi 1 Wi-Fi 2 Wi-Fi 3

RAT 802.11p 802.11n 802.11n

Frequency 5.9GHz 2.4GHz  5.18GHz

TransmissionRate 6Mbps  21.9Mbps  27Mbps

LinkDelay 2.40ms 1.73ms  1.70ms

APs 1 2 2

PropagationLossModel  Two-ray Two-ray  Two-ray

QueueType CoDel SafetyTraffic 10kbps

TransmitPower 20dBm VideoTraffic Various

Numberofnodes 1 VoiceTraffic 0.3Mbps

Nodespeed 5m/s BackgroundTraffic  0.3Mbps

Mobility Predefined Best-EffortTraffic 0.3Mbps

Coverage 10s/section PacketPayload  1448bytes

ReceiverSink 1 TransportLayer UDP

Addressing Static NetworkLayer IPv6

Simulator ns-3.22 SimulationTime 70s

5.3.3 MultipleQueues-PrioritizationofSafetyCritical

Messages-VideoEvaluation-Profiles

Afterdemonstratingthefeasibilityandtransparencyofschedulingattheshim

layerintheprevioussection,theobjectivesofthisnewsetofexperimentsisto

showthatamulti-queuemulti-RATapproachcanrespondtotheprioritisation

ofsafetycriticalmessagesinvehicularnetworksandtoshowthebenefitofusing

specificprofilesintermsofvideoQoSandQoE.Videohasbeenchosenasa

meanoftestasitcanassessmoreeasilybothQoSandQoEcomparedtothe

otherqueuetypes(safety,voice,backgroundandbest-efforttraffic).

Thealgorithminthissectionistailoredforamulti-queue,multi-RATvehic-

ularenvironmentwheretheselectionofaccesstechnologyisbasedontheuser

perspective.Ingeneral,unlessotherwisementioned,itissetwiththefollowing

priorities:

(i)whileuptothreesafetypackets,oneoneachRAT,canbesentforone

scheduleriteration,uptotwovideopacketscanbesentatatimeandonly

oneoftheremainingqueuetypes.
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(ii)Thepriorityqueueoperatesinagreedywayaslongasthesafetyqueueis

notempty.

(iii)Onlywhenthesafetyqueueisempty,theotherqueueswillbeservedand

thealgorithmbecomesaweightedfairqueuing.

ThesimulationenvironmentbeingconsideredisshowninFigure5.7(a)and

thesimulationparametersandvaluesarepresentedinTable5.4.Thenodetrav-

elsataconstantspeed(18km/h=5m/s),similartotheBrookesITSvehicle,

furtherdescribedinChapter6.Thenode’spredefinedroutepassesthroughthe

differentcoverageareas(1,2,3)andwaschosentohaveallpossiblecoverage

combinations(1,1+2,2,2+3,3,3+1,1+2+3).Asaresultthe

coverageenvironmentiscontinuouslychanging,every10secondsinthiscase.

The’Two-Ray’propagationlossmodelpredictsthepathlossofareceivedsig-

nalfromthelineofsighttransmissionandasinglegroundreflectedwave. No

buildingsorverticalreflectionswereassumedinthesimulationandthusthe

’Two-Ray’propagationlossmodelwasselectedforallRATs. VoIPtrafficwas

setto0.3MbpsinspiteofthelowtrafficproducedbyVoIP(11kbpsforeach

direction).Itwasassumedthatvideoconferencecalls(e.g.Skype)aretaggedas

VoIPTrafficratherthanVideoTrafficsincethetargetapplicationinthiswork

isautomateddrivinginITS:videoistransmittedreal-timefromavehicletoa

controlcentreforremote-imageprocessing,asdescribedinChapter6. Back-

groundTrafficandBest-EffortTraffichavebeensettothesamedatarate(0.3

Mbps)tobeconsistentwhencalculatingtheaveragedatarateswiththepriori-

tisationalgorithm.Thepacketpayloadsizeof1448byteswaschosentoavoid

fragmentationattheIPlayer(1500bytesMTU-52bytesIPheader).Thelink

delayisanempiricalvaluemeasuredduringthesimulations.

ThedifferentRATsavailableatagiventimeinthescenarioarerepresented

withthenumberingatthetopinFigure5.7(b).Asingletraffictypewithadata

rateof0.3Mbpsistransmittedfromthenode.Theplottedvaluesincludethe

headersfromthedifferentlayers(e.g.IP/MAClayerheaders).Asaconsequence

themonitoredsentdatarateishigherthantheapplication0.3Mbpsdatarate.

Thetransparentswitching,withnolostpackets,anddistributionofpackets

acrossmultipleRATscanbeobserved. Forinstance,whenthevehicleisin

rangeoftwoRATsthathavecloseparameters,andthussimilarscores,such

asRATs2and3,thealgorithmreactsasaloadbalancingmechanism(section

’2+3’).However,themaingoalofnetworkselectionistoalwaysselectthebest
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Figure5.7:IllustrationofSimulationandRATdistributionscenario

networkforservingthegivenapplicationandnotfocusonloadbalancing[2].

TakingtwoRATsbothwithlowbuttotallydifferenttrafficloads,theload

balancingprocessignoresthetwoRATs’lowtrafficloadsbutretainsonlythe

relativelargedifferencebetweenthetwo. Thisleadstoexcessivetrafficload

balancingbetweenthetwonetworksandcompromisestheimportanceofother

attributes. ThefollowingsetofexperimentsshowthattheMISSalgorithmis

capableofdistinguishingbetweendifferentservicetypesanddoesnotreactasa

simpleloadbalancingalgorithm.

PrioritizationofSafetyCritical Messages

Inavehicularenvironment,safetycriticalinformationneedstohavepriorityover

allothertraffictypes.Inthissectionthequeueselectionalwaysaccommodates

thesafetycriticalqueue.Ifthisqueueisempty,theotherqueuesarechosen,in

thefollowingorder:video,voice,best-effortandbackground.

Thefollowingsetofresultsaimtoshowtheimprovementindelayand

throughputforsafetycriticaltrafficobtainedinascenariowherethevehicle

hasaccesstoallthreeRATsandwherethedatarateisgraduallyincreaseduntil

thechannel/mediumissaturated(above54.9Mbps-combinationofthedata

rateofthe3RATs).Thisisperformedbyincreasingthevideotrafficdatarate

ontheuserside. Thepacketsizeforthesafetycriticalmessagesis150bytes.

Thecalculatedend-to-endpacketdelayofFigures5.11,5.10,5.12,represent

valuesofsuccessfulreceivedpackets.
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Figure5.9depictsthePacketDeliveryRatio(PDR)versusloadforboth

videoandsafetypacketsanditcanbeobservedthatthepacketdeliveryratio

considerablydecreaseswiththeSwitchedSchemeoncesaturationofaSingle

RAT(SR)isreached. TheSaturation Multi-RAT(MR)correspondstothe

saturationpointofthecombinedradioaccesstechnologies(54.9Mbps-Scenario

1inFigure5.8).TheMISSalgorithmprovidesa99.9%deliveryratioofsafety

messagesinbothsingleandmultiRATenvironment,saturatedornot.Forthe

switchedscheme,duetothesinglequeueandthedifferenceinthenumberof

transmittedpacketsbetweenthesafetyandvideopackets,thepacketdelivery

ratioforthesafetymessagesislowerthanthevideoones.

InFigure5.10theproposedalgorithmiscomparedtoastandardswitched

schemewhereonlyoneRATisusedatatime,forthevideo(Figure5.10(a))

andsafetytraffictypes(Figure5.10(b)). Therestofthetraffictypesarenot

plottedsincetheyarenottransmittedaftersaturation(Scenario1inFigure5.8).

TheresultsinFigure5.10(b)showthattheend-to-enddelayforbothsafetyand

videopacketsisgreatlyimprovedcomparedtoaswitchedapproachforaload

thatexceedsthecapacityofasingleRAT.

InFigure5.11theaverageendtoenddelaywitha MISSsystemfordif-

ferenttraffictypesisplottedinascenariowheremulti-RATsaturationisnot

reached.Thesafetycriticaldelayremainsconstantwhiletheothertraffictypes

areaffectedbytheload,demonstratingtheefficiencyofthealgorithm. The

backgroundtrafficstopsaftera30Mbpsloadbecausenopacketsarereceived.
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Thebackgroundtrafficisthelastintermsofpriorityinthe MISS.Upto30

Mbps,thereisnoneorlittlesaturationintheenvironmentandthusthepackets

getachanceofbeingtransmitted.Abovethisthreshold,whichisinfluencedby

theRATwiththehighestcapacity(RAT3with27 Mbps),thepacketswith

lowerpriority,suchasthebackgroundones,havealongersejourntimeinthe

queueandgeteliminated.

InFigure5.12,thethroughputofthedifferenttraffictypesiscomparedat

differentnetworkloads. Theleftabscissacorrespondstothevideoplot,while

therightabscissacorrespondstotheothertrafficservices.Itcanbeobserved

thatthesafetycriticaltraffictypehasaconstantthroughputrate,evenafter

saturation,whilefortheothertraffictypesthethroughputreducesastheload

increases.

VideoEvaluation

ThescenarioofautomateddrivinginITSwherevideoistransmittedreal-time

fromavehicletoacontrolcentreisassumedtobethetargetapplicationinthis

section.Infotainmentprovisioncanalsobeconsidered,butinthiscasewith

downstreamdatatothevehicle. Numberofpapershavestudiedmechanisms

supportingQoSindifferenttypesofnetworksbutmuchlesshasbeendone

toassessthequalityachievedbyaunifiedheterogeneousvehicularapproach,

wheremultipleRATsareusedjointlyinavehicularenvironment. Thiswork

evaluatesthedifferenceinvideoquality,withtheEvalVidframework,basedon

differentparametersandprofilesofthealgorithmintheshimlayer.Theability

ofperformingMeanOpinionScore(MOS)calculationinrealtime[135]canbe

veryusefulforITS.ThissectionisalsolinkedtotheMISSimplementationand

OBU-ITStestbed,describedinChapter6.

EvalVid

Inthefollowingsetofexperimentsthe’Highway’sample,inYUVformat2,from

theEvalVidvideodatabase[136]waschosenandencodedwithMPEG-4.Itis

tobenotedthatanyvideocanbeassessedwiththeEvalVidframeworkbutthe

’Highway’videoistheclosestmatchtoanITSenvironment-acardrivingdown

ahighway.

2Referstoafamilyofcolourspaces,similartoRed-Green-Blue(RGB)model
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MPEGDecoderandFrameTypes

Table5.5:EvalVidandVideoCharacteristics

Parameter Value

EvalVidVersion 2.7

Video ’Highway’

Encoding MPEG-4

Encoder ffmpeg(N-74587)

Frames 2000

IFrames 67(161packets)

PFrames 1933(1933packets)

BFrames 0

AveragePacketSize 251Bytes

IFrameSize 928Bytes

PFrameSize 228Bytes

BFrameSize 0

TheMPEGstandarddefinesthree

typesofframes:I,P,andB.I

framescontainanentireimage,

whichcanbedecodedindepen-

dently. Pframes arepredicted

frameswhichcanonlybecom-

pletelydecodedifthepreviousI

orPframeisavailable.Bframes

canbedecodedcompletelyonlyif

thepreviousandsuccessiveIor

Pframeisavailable. However,I

framescontainthelargestnum-

berofbits. Additionaltypesof

frames,e.g.sliceSframes,which

arelesscommon,canbefoundin

MPEG-4buttheyarenotusedin

thisworkastheassessed’High-

way’doesnotcotainany. For

moredetails,pleaserefertothe MPEG-4standard3ortheworkofRichard-

sonetal.[137]. ThetechnicalcharacteristicsofthetestedHighwayvideocan

befoundinTable.5.5.

VideoDelayandPrioritizingIFrames

Invideotransmissionsystemsitisnotonlyimportanttoreceivealltheframes

butalsohaveframesthataredisplayedataconstantratewithalowvariationof

delaybetweenframes.Packagedelayvariationleadstojitter.Theseissuesare

generallyaddressedbybuffersbutthedetailsofthistechniquegoesbeyondthe

scopeofthisthesis.Inaheterogeneousapproachwherealltheavailablelinksare

used,theframesneedtobesentinordertoaccommodatetheestimateddelay

inthelinkandavoidexcessivere-orderingatthereceiverend. Asdescribed

inChapter2,theEDPFalgorithmartificiallythrottlestransferratesonfaster

pathswiththeaimofreceivingpacketsinorder. However,suchanapproach

doesnotworkcorrectlyinasaturatedenvironmentasthedelaysarenotunder

3ISO/IEC14496
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Figure5.13:VideoFrameEndtoEndDelay

thecontroloftheuserandcanvaryhighly.Thealgorithmapproachchosenfor

theMISSsystemisdifferentwiththe‘optimizedvideo‘profile.Ifthevideois

ofcriticalimportance,suchasinsearchandrescuesituationsorremoteimage

processingforautomateddriving,buttheavailablenetworkcapacitycannot

respondtothevideobandwidthrequirements,theMISSalgorithmdistinguishes

betweenthedifferentvideoframetypesandplacesthemostimportantframes

(’I’)inthesafetyqueue.Theotherframesremainplacedinthedesignatedvideo

queue.TheresultsarepresentedinFigure5.14.Thedataratesunder30Mbps

(nosaturation)arenotplottedastheyhavea100%deliveryrateandaMOS

closetoideal.ThesimulationwasperformedwithasingleRATavailable(RAT

3fromTable5.4).Itcanbeobservedthat:

•whenIFramesaretaggedassafetypackets,evenifthereceivedNumber

ofFrames(NoF)decreasewithanincreasingload,theMOSisrelatively

constant.

•onthecontrarywhenthereisnodifferentiationbetweenthevideoframes,

theMOSdegradeswiththenumberofreceivedframes.

•for137extraframestransmitted(6.85%oftotalframes)thereisaquality

improvementof54%(1.4comparedto2.77).

•thenumberofreceivedframesisconstantaftera80Mbpsload,asaresult

oftheappliedCoDelqueueintheshimlayer. TheCoDelqueue[114]

eliminatesthepacketsthathavestayedtoolonginthequeuewaitingfor

transmission,thusreducingthequeuetime.
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NonSaturatedEnvironment

Inthefollowingsectionexperimentshavebeencarriedoutwiththemobilitysce-

nariodescribedpreviously(Figure5.7(a)),withnosaturationofthedatalink

(dataratebelowtheMRsaturationthresholdinFigure5.8). Theprobability

distributionfunction(PDF)(Figure5.13(a))andcumulativedistributionfunc-

tion(CDF)(Figure5.13(b))oftheendtoenddelayofthevideoframesshow

thattheshimlayerschedulingisbeneficialevenwhenthereisonlyoneRAT

availablecomparedtoaswitchedschemeapproachwithonlyoneRAT.Evenif

thereisonlyoneRATwithonetransmissionbuffer,theshimlayercancontrol

andprioritizetheaccesstotheunderlyingbuffer. Thereductionoftheframe

end-to-enddelaybythe MISSalgorithmcanresultinbetterreal-timevideo

qualitybyreducingthebufferingatthereceiverend.ThePDFandCDFalso

showthatwhentherearemultipleRATsavailablethealgorithmcansendthe

packetsonthelinkwiththelowestdelayandtheperformanceapproachesthe

optimumperformance.

Anotheradvantageisthatthealgorithmbasesitsdecisiononbothdelayand

throughput,andcanchoosetheRATswhichrespondbesttothevideorequire-

ments.IfthealgorithmchoosestheRATwhichhasthehighestthroughputbut
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ignoresthelinkdelay,framejittercanoccuranditisnotsuitableforalivevideo

stream.

TheperformanceclearlyimproveswhenmultipleRATsareusedandgets

closertoanidealperformance. Theidealperformancewascalculatedwithno

interference,saturationordelay,betweenthesenderandreceiver,similartoa

directpoint-to-pointwiredconnection.

SaturatedEnvironment

Inthefollowingscenarioasaturatedenvironmentisdefinedas10%abovethe

combinedtotalbandwidth.Inaswitchedscheme,thisvalueis30Mbps: max-

imumbandwidthisRAT3with27Mbps-Scenario2ofFigure5.16,whilefor

thismulti-RATapproachandscenariothisvalueis60Mbps(Scenario1inFig-

ure5.16).Theloadisperformedbyincreasingthevideopacketsinthenetwork.

ThisapproachisusedtoprovidefairnessforbothsingleRATandmultiRAT

schemes. Whenothertypeoftrafficsaturatethelink,e.g.best-effort,duetothe

classificationandprioritizationofpacketsintheshimlayer,thevideopackets

alwaysgetpriorityandnovariationoccursinthetransmittedpackets.

Ifa’videooptimized’profileapproachistestedinamobileenvironment

(Figure5.7(a))thedifferenceof MOSbetweenastandard MISSanda’video

optimized’profileisof1.28(1.50comparedto2.78respectively)-set2inFigure

5.15.Intheaforementionedfigure,Set3representsastaticenvironment,with
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Figure5.16:DefinitionofMulti-RATandSingleRATsaturationthresholdsperuser
forthePrioritizationofVideoMessagesexperiments

onlyoneRATavailable.Bothevaluatedscenariosandalltestedschemesperform

ideallywhennosaturationispresentinthelink.Itistobeobservedthatthe

MISSalgorithmperformssimilarlyinamobileorastaticenvironment,whereas

inaclassicswitchedschemetheperformancedegradesinamobileenvironment.

Thisisduetothenumerousparameterstakenintoconsiderationforthedecision

making.Itisalsotobenotedthatalltestedschemesreachanidealscorewhen

nosaturationisappliedtothelink.

VisualComparisonofFrames

SimilartoKeetal.[138],toillustratehowthedifferenceinperformanceis

perceivedbyanenduser,thecorrespondingvisualoutputsof5framesareshown

inFigure5.17withthehelpofYUVPlayer4.Eachrowrepresentsoneapproach.

Thedifferenceinpositionoftheroadsignisduetothepreviouslostpackets.In

theswitchedscheme,theroadsignisessentiallylosteventhoughslightshadows

arevisibleifobservedclosely.Inthesecondrow,whenthe MISSalgorithm

treatsallvideopacketsequally,thereissubstantialbreakupintheimage. When

the’videooptimization’profileisapplied(3rdrow),thequalityisclosetothe

idealvideoresults(4throw).IntheMISSVideooptimized case(3rdrow),the

imagesdobreakupslightlyinbetweentheIFramesbutitisnotnoticeablein

aselectionofasmallnumberofframes.Thereasonisthespacingbetweenthe

4https://sourceforge.net/projects/raw-yuvplayer/-[Accessed:2016-02-15]

https://sourceforge.net/projects/raw-yuvplayer/
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Figure5.17:VisualComparisonofreconstructed1049-1053frames

IframesalongwithpacketlossoftheintermediateBframeswhichleadstothe

differenceinMOSscoresobservedinFigure5.15.

5.3.4 MultipleQueues- MultipleUsers-Non-Cooperative

Approach-Random Mobility

Inthisthirdsetofexperiments,anon-cooperativemultipleusersapproachwith

differenttransmissionschemesisstudied.AsdescribedinChapter2,LTEcan

supportupto1200activeusersinaruralenvironmentwithadelayunder55

ms[60].However,byaddinganincreasingnumberofvehiclestotheLTEnetwork

andinurbanareas,thenetworkcaneasilybeoverloaded.Offloadingpartofthe
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Table5.6:MultipleUsersns-3SimulationSetup

Wi-Fi 1 Wi-Fi 2 Wi-Fi 3

RAT 802.11p 802.11n 802.11n

Frequency 5.9GHz 2.4GHz  5.18GHz

DataRate 6Mbps  21.9Mbps  27Mbps

LinkDelay 2.40ms 1.73ms  1.70ms

APs 12 16 9

PropagationLossModel  Two-ray  LogDistance LogDistance

TransmissionRange 125m 50m  50m

APSpacing 50m SafetyTraffic 2kbps

TransmitPower 20dBm OtherTraffic 30Mbps

Numberofnodes [10;50] TransportLayer UDP

Nodespeed 5m/s NetworkLayer IPv6

Mobility Random Addressing Static

Area 62,500m2 ReceiverSink 1

QueueType CoDel PacketSize 1448bytes

SafetyPacketSize  200bytes

Simulator ns-3.22 SimulationTime 100s

usersand/orthedataappearsasasolutioninsuchacongestedenvironment.

The802.11pwiththeDSRCnetworkisanaturalcandidateasitisspecifically

designedforvehicularnetworks. However,workbyHanetal.[86]showsthat

DSRCinconjunctionwithIEEE802.11pexhibitspoorperformanceintheevent

ofalargenumberofvehicles.Thegoalofthissimulationistoprovethattheshim

layercanworkinamulti-usernon-cooperativeenvironmentandtodetermine

itsperformanceintheeventofalargenumberofvehicles.

SimulationEnvironment

ThesimulationsetupislistedinTable5.6.Therearevaryingnumberofnodes,

10to50withincrementsof10foreachiteration,witharandommobilitymodel

ina62,500m2area.20nodesaredepictedinredinFigure5.18. Withthe

specifiedrangesandthesimulatedenvironmentanynodehasaccesstoatleast

two802.11psideunits.Since802.11pisnotinfrastructurebased,thenodescan
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Figure5.18:Multinodesimulation

communicatead-hocbetweenthem. Signallingmessagesexchangedbetween

thenodescanbeobservedinFigure5.19. However,duetothesetupofthe

simulationtherearenosafetymessagesexchangeddirectlybetweennodesas

theyalltransmitinformationtothecentralcontrolunit,alsoknownasthe

receiversink,seeningreyatcoordinates(0,10)inFigure5.18.Allnodesactin

agreedymannerandindividuallytrytogetasmanypacketsthroughaspossible.

Thereisnocooperationbetweentheusers.Allnodesareonthesamechannel

andthusthereisstronginterference/collision.

The’LogDistancePropagationLossModel’5wasusedforthe802.11n2.4

GHzand5.18GHzastheexisting Wi-FiAPsareusuallyindoor. Thelog-

distancepropagationlossmodelisaradiopropagationmodelthatpredictsthe

pathlossasignalencountersinsideabuildingordenselypopulatedareasover

distance.Inaddition,themaximumtransmissionrangeshavebeenarbitrarily

setto50mforthe2.4GHzand5.18GHz. Forthe802.11p,itisassumed

thattheyareplacedinopenspace,with50mspacing.Theirappliedmodelis

thus’Two-RayGround’propagationlossmodel.Theirmaximumtransmission

5https://www.nsnam.org/docs/models/html/propagation.html#
logdistancepropagationlossmodel-[Accessed:2016-09-25]

https://www.nsnam.org/docs/models/html/propagation.html#logdistancepropagationlossmodel
https://www.nsnam.org/docs/models/html/propagation.html#logdistancepropagationlossmodel


Chapter5.MISSEvaluation 97

Created with PyViz

Node
Receiver Sink

802.11n 2.4 GHz

802.11n 5.18 GHz

802.11p 5.9 GHz

Ad-Hoc (802.11p) 
Signalling

Node Associated with AP

Figure5.19:NodesConnectingtodifferentAPsinns-3SimulationofRandomMo-
bilityMulti-User

rangeis125m.Forthissimulationthesafetytaggedmessagesaresetsimilarto

theBasicSafetyMessages(BSMs).BSMisa200-bytepacketthatisgenerally

broadcastfromeveryvehicleatanominalrateof10Hz.

Asaturatedenvironmentisdefinedasonewherethedatarateprovidedby

thehigherlayerscannotberespondedbyasingleRAT.Inthisscenario,the

highestdatarateRATisWi-Fi802.11n5.18GHzwith27Mbps.Thesaturation

thresholdhasbeensetto30 MbpsasshowninFigure5.20. Similartothe

previousexperiments,intheSwitchedcase,allthreeRATsareaccessedoneat

atime.

Results

TheresultsareshowninFigure5.21anditcanbeobservedthat:

1.Asthenumberofnodesincreases,theshimlayerPDRanddelayper-

formssimilarlyinbothsaturatedandnon-saturatedenvironments,while
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theswitchedschemehaslowerperformanceasthenumberofnodesin-

crease.ThisisanormalsituationwithCarrierSenseMultipleAccesswith

CollisionAvoidance(CSMA/CA)asthenumberofcollisionsincreaseswith

thenumberofusers.Thehighnumberofusersincreasestheback-offtime

whichinreturnincreasesthedelayofthepackets.Asthisisexpectedfor

Wi-Fi802.11n2.4GHzand5.18GHz,802.11pshouldworkwithalarge

numberofnumbers.ItconfirmstheworkbyHanetal.[86]showingthat

IEEE802.11pexhibitslowerperformanceintheeventofalargenumber

ofvehicles.

2.Certainsafetyvalueshavehigherdelaysduetotherandommovementof

thevehicles-thisinfluencesthedensityincertaincentralareas,ascanbe

seeninFigure5.18.

3.ThereisadropinthePDRwithanincreaseofnumberofusers,evenwith

theshimlayer. Thisisrelatedtothefactthatthesafetymessagesare

notbroadcastingtoallthe802.11pAPs,butonlytotheclosestonetothe

node.
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5.4 Summary

Theshimlayerschedulingalgorithmhasbeentestedwithregardstodifferent

transmissionschemesanddataratescenarios.Itistransparentforthedifferent

RadioAccessTechnologiesanditcanincreasetheamountofdatasuccessfully

transmittedfromauserperspective.Theresultsalsoshowthatsafetycritical

trafficcanbeprioritizedintermsofthroughputanddelay.Thescoringmodel

providesmoreflexibilityfordelaysensitiveapplications,canaccommodatediffer-

entperformancemetrics,adaptitsdecisionbasedonuser-specifiedprofilesand

canbeadjustedtosatisfythebroadrequirementsofITS.Videotrafficandqual-

ityofexperienceisalsogreatlyimprovedwiththevideooptimizedprofile.The

shimlayercanbebeneficialinanon-cooperativemulti-userenvironment,witha

highnumberofusersbuttheunderlyingRATslimitationsarealsolimitingthe

shimlayerperformanceasthenumberofusersincrease.
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MISSImplementation

“Knowingisnotenough;wemustapply. Willingisnotenough;wemustdo.”

[Johann WolfgangvonGoethe]

6.1 Introduction

Inthischapter,theshimlayerimplementationisdefinedintwosteps:thefirst

stepistheusageofrealworlddatatoevaluatetheadvantagesoftheshimlayer

withthreemobilitytypes(walking,cycling,driving)andtheinfluencethesame

mobilitytypeshaveinheterogeneouswirelessnetworks(Section6.2).Realistic

simulationsareperformedbygeneratingmobilitytracesofOxfordfromGoogle

Mapsandoverlayingthereallocationsofexisting Wi-FiAccessPoints. The

secondstepistheevaluationandimplementationoftheschedulingalgorithmon

hardware(Section6.4.2)intheOxfordBrookesUniversity-IntelligentTransport

System(OBU-ITS)project,describedinSection6.3.Theobjectiveistoshow

thattheshimlayercanworkonhardwareinreal-worldsituationswithexisting

standards.Theexperimentsareexpectedtoprovideavalidationforpartofthe

singleusersimulationresultspreviouslycarriedout.

101
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6.2 Real World DataandStudyof Mobility

Cases

Theobjectivesofthereal-worlddatasimulationperformedinthissectionare:

1.Toshowthatiftheshimlayerisimplementedonhardware,alluserscan

haveabenefitofusingtheapproach,regardlessofthemobilitytype(walk-

ing,cycling,driving).

2.Toshowwhatmobilitytype(walking,cyclinganddriving)isthemost

costefficientway,fromawirelesscommunicationperspective,oftravelling

withinadenseurbanenvironment.

3.IfWi-Fiisassumedtobethemostcost-effectiveRAT,toassesshowmuch

ofthedatacanbeoffloadedfromcellularto Wi-Fi.

4.ToshowthattheshimlayercanrespondtodifferentusersprofilesinITS

withinareal-worldenvironment.

SimulationEnvironment

Threedifferenttransportmethodsarecompared:driving,cyclingandwalking.

ThesimulatedOxfordcitycenterpartcanbeobservedinFigure6.1.Thefull

interactivemapisavailabletoviewonline1.Twoscenariosaretested:

1.ThenodesaretravellingbetweenOxfordTrainStation(A)andOxford

BrookesUniversityHeadingtonCampus(D).Thisscenarioinvolvesdif-

ferentroutesforthe’walking’and’cycling’-’driving’nodesduetothetraffic

restrictionsinOxfordCityCenter.

2.’HighStreetScenario’:Thenodesaretravellingfrom141HighStreet(B)

toCowleyPlace(C). Thisareaischaracterizedbyahighnumberof

availableAPs.Allnodesfollowthesameroute.

ItisassumednoauthenticationisrequiredandastaticIPaddressschemeis

used.ThisisnecessarytoallowtheshimlayertohaveonlyasingleIPaddress.

Itisalsoassumedafullcellularlinkcoveragewasavailableandthatallpackets

thatcouldnotbesentover Wi-Fiaresentovercellular.

1http://tinyurl.com/obu-npa-eduroam-ox-[Accessed:2016-08-17]

http://tinyurl.com/obu-npa-eduroam-ox
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Table6.1:OxfordEduroamMobilityNS-3SimulationParameters

Wi-Fi 1

RAT 802.11n

Frequency 2.4GHz

DataRate 5.5Mbps

LinkDelay Various

APs 162

PropagationLossModel  Two-ray

TransmissionRange 25m

QueueType CoDel DataTraffic  128kbps

TransmitPower 20dBm PacketSize  1448bytes

Numberofnodes 1 TransportLayer  UDP

Nodespeed Various NetworkLayer  IPv6

Mobility Various Addressing Static

Coverage Various ReceiverSink 1

Simulator ns-3.22 Walking 3121s

Cycling 1181s Driving 849s

ThefullsimulationparameterscanbeobservedinTable6.1.Forthepurpose

oftesting,theavailableAPbandwidthforasingleuserislimitedto5.5Mbps,

eventhoughthemaximumavailablethroughputforoneAPis27.1Mbps.This

aimstorecreatethebandwidthlimitationsgenerallyplacedonpublic Wi-Fi

APstoavoidasingleuserusingalltheavailablebandwidth.Thenodesendsa

constantdatatrafficof128kbpsovertheentiresimulation.128kbpscorresponds

toanonlineradiostreamandisassumedtobeagoodexampleofconstant

connectiondatarate.Nosafetytrafficisbeingsentasthemainobjectiveofthis

experimentistoshowthebenefitoftheshimlayerinrelationtodifferentmobility

typesandhowmuchdatacanbeoffloadedtoWi-Fi.Asinpreviousexperiments,

thepacketpayloadsizeof1448byteswaschosentoavoidfragmentationatthe

IPlayer(1500bytesMTU-52bytesIPheader).Thetwo-raypropagationloss

modelwaschosenasitwasassumedthenodewouldhavelineofsighttothe

AP.Theattenuationfromthewallshasnotbeenconsideredbuttherangeof

theAPhasbeenlimitedinordertoavoidlargeareascoveredbyasingleAPin

anattempttotakeintoaccounttheattenuationfromthesurroundingbuildings.

ThetransmissionrangeofeachAPissettoanarbitraryvalueof25meters.The
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Figure 6.1: Google Maps Mobility Caption of Oxford City Center overlaid with 
Eduroam AP locations (Map data: Google)

numberofAPsandtheirlocationisrelatedtothereal-worlddatabaseofAPs,

furtherdescribedinSection6.2. Thesimulationtimeassociatedwitheachof

thetransportmodesarerelatedtothetraveltimebetweenOxfordTrainStation

(A)andOxfordBrookesUniversityHeadingtonCampus(D).

Real-WorldData

TheRoutesMobilityModelpackage[139]wasusedtointegratetheGoogleMaps

mobilityanddirectionsinns-3.Thesimulatednodes(onepersimulation)tryto

maintainreal-worldspeedsforthetypeofroadtheyaretravelling:decelerating

foracurve,aroundabout,anintersection,andacceleratingafterthoseobstacles

areovercome.

TheEduroam2(educationroaming)APswerechosentobeusedaspoten-

tialusageforITSastheyareomnipresentinthecenterofOxfordduetothe

numerousUniversityofOxfordbuildings. Eduroamisthesecure,world-wide

roamingaccessservicedevelopedfortheinternationalresearchandeducation

community.Itallowsstudents,researchersandstafffromparticipatinginsti-

tutionstoobtainInternetconnectivityacrosscampusandwhenvisitingother

participatinginstitutions.

2Eduroam:educationroaming,https://www.eduroam.org/-[Accessed:2016-04-08]

https://www.eduroam.org/
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Table6.2:WiGLEDatabaseResults

Parameter  Value TotalAPs 1606

Latitude1  51.738 QI>0  985

Longitude1  -1.3066 QI>1  934

Latitude2  51.7651 QI>2  545

Longitude2  -1.1941 QI>3  498

DateRange [01/01/2015- QI>4  288

06/04/2016] QI>5  236

SSID eduroam QI>6  162

TheEduroamAPslocationswereextractedfromthe WiGLE3database.

WiGLEisacrowd-sourcewebsiteforcollectinginformationabout Wi-FiAPs.

TheselectedareaisbetweenGPScoordinates51.738,-1.3066and51.7651,-

1.1941,whichcorrespondsroughlytotheareaofOxfordinsidetheringroad.

TheresultscanbeseeninTable6.2.TheQualityIndicator(QI)parameterisan

arbitrary WiGLEmetric4foranobservedpoint:ifanAPisseenonmorethan

oneday,orbymorethanoneuser,thevalueincreasesasitismorelikelytobe

stable.IftheAPisseenonlyoncebyoneuser,theQIissetto0.TheQIvalue

increaseswiththenumberofviewsbydifferentusersandthemaximumvalueis

7.Intherepresentedtable,weindicatehowmanyAPswerefoundwithaQI

largerthanaspecificvalue.Forexample,thereare1606APswithaQIof0or

higher,and985withaQIstrictlysuperiorto0.ThisincludesalltheAPswith

aQIequalto1upto7.ForthesimulationonlytheAPswiththehighestQI,

strictlysuperiorto6(e.g.QI=7since7isthemaximumvalue),werechosen,

resultingin162APs.FromthetotalnumberofAPs(1606),1594are2.4GHz

APsandtwelveare5.2GHzAPs.Forsimplification,the802.11n5.2GHzAPs

havebeenconsideredas2.4GHzforthepurposeofthesimulation.

Resultsanddiscussion

InFigure6.2,thepercentageofdataandthenumberofpacketssentoverWi-Fi

forthedifferentmobilitytypes(walking,cycling,driving)ispresented.Itisto

3WiGLE:WirelessNetworkMapping, https://wigle.net/-[Accessed:2016-04-08]
4Theoriginal WiGlemetricisnamed’QoS’butitisonlybasedonthenumberoftimes

auserreportstheAccessPoint.ToavoidconfusionwiththenetworkQualityofService,the
WiGLEmetricwasrenamedQualityIndicator(QI).

https://wigle.net/
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benotedthatinthefirstscenario,drivinghasahigherpercentagethancycling

andwalkingduetothespeedofthenode,butalsotheroute-thenodesrespect

trafficrulesandtaketheshortestpathfortheirmobilitytype.Therouteisalso

thereasonwhythewalkingnodedoesnothaveahigherpercentageofdatasent

overWi-Fiinthefirstscenariocomparedtothedrivingandcycling.Inthe’High

StreetScenario’,whereallnodesfollowthesameroute,thewalkingnodehas

ahigherpercentageoftransmitteddatathanbothcyclinganddriving:36.8%

vs33.5%.Itcanalsobeobservedthatawalkingnodeiscapableofsending3

timesmoredataover Wi-Fi,5870packetsagainst1827packets,thantheother

meansoftransportinthefirstscenario,and4timesinthesecondscenario-

3171packetsagainst714packets(Figure6.2).Thisisrelatedtothetimeeach

nodespendsintheareaofanAP.

Tofurtherevaluatethefunctioningoftheshimlayer,thedelayvaluesoftwo

differentprofileswerecomparedinthe’HighStreetScenario’(Figure6.3).The
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’HighQualityofServiceProfile’usesparalleltransmissionandusesbothlinksto

transmitapacket.The’SingleRATCostEfficientProfile’usesonlyWi-Fi,when

available,totransmitthepackets.Itcanbeobservedthatthe’HighQualityof

ServiceProfile’hasanaverageend-to-enddelay0.02slowerthana’SingleRAT

CostEfficientProfile’.Thehighestend-to-enddelayisobservedforthe’cycling

node’.Thiscanbeexplainedbytheconstantspeedofthe’cyclingnode’andthe

resultinghandovers.Evenifthevehicle’drivingnode’speedaverageishigher

thanthecycling,thevariationsarelarger.Thecarnodespeedisinfluencedby

intersections,trafficlightsandcurveswhilethebicyclenodehasamoreconstant

speed,evenifadvancingatlowerspeeds.

6.3 The OxfordBrookesIntelligentTransport

SystemsTestBed

TheOBU-ITSplatform,asdescribedin[140],isanelectricpoweredautonomous

off-roadall-terrainvehiclebasedonafull-sizequadbike(Figure6.4).Thevehicle

isintendedtobelikea’packmule’thathasitsownsenseofsituationalawareness

aroundgroupsofpeople,andcanfollowsimplecommandssuchas’followme’,

’parkoverthere’,and’unloadyourselffromthevan’.Ratherthanimplementing

expensive,computationalintensivealgorithmsoneachofthevehicles,acentral

servercanprocessalltheinformationcapturedbythesensorsandthecommands

aretobesentbacktothecar.Cloudcomputingwithremoteimageprocessing

canbeasolution.Thevehiclescanthusbecontrolledasafleet.Thevehiclecan

stillmakedecisionsbasedonlyonitssensorsbutgatheringandhavinginfor-

mationfrommultiplesurroundingsourceshelpsinthedecisionmakingprocess

andenhancestransportationsafetyandefficiency.Partiallyautomatedvehicles

couldbeusedinmorecontrolledenvironments,suchashospitalsorairportsand

havelessintelligentautonomouscapabilitiesinordertoreducecostandhavea

fasterimplementationonalargescale.

Avarietyofprojectsarecontributingtothedesignandconstructionofthis

vehicle/system:Intelligentmotorcontrolforelectricvehicles,Roadsceneunder-

standing,VisualguidanceandnavigationandHeterogeneousWirelessNetworks.

ThecontributionofthisprojecttotheITSprogrammeistoinvestigatethe

useofHeterogeneous WirelessNetworks.Theobjectiveistodemonstratethat

heterogeneousnetworkscanimprovetheperformanceofthecommunicationin

avehicularnetwork. Thecommunicationsystemusesheterogeneouswireless
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Figure6.4:TheBrookesIntelligentTransportSystemOff-roadall-terraintestvehicle

accesstechnologytoaccommodatedifferentcoverageareas.Theobjectivesare

bothtoreducedelayandincreasethequalityofthestreamedvideoimagesin

orderforthecomputervisionalgorithmtohavethebestimagespossible.

6.3.1 TestVehicles

Twovehiclesarepartofthisproject:aquad-bikeandasmallrover,eachde-

scribedbelow.

Quadbike

Originally,thequad-bikewaspetrolpowered. Thepetrolenginehasbeen

replacedwithabatterypoweredelectricengine. Additionally,cameraswere

mountedatthefront,aswellasacomputer.Theboxatthebackofthequad-

bikealsocontainsa802.11n2.4GHzAPtohaveawirelessinterfacewiththe

controller.IfreferenceismadetotheJ3016SAEInternationalStandardon

levelsofautomateddriving[141],thelevelofautomationofthequad-bikeis

betweenlevel2and3.Level2isapartialautomationstatewherethesystem

isonlyinchargeoftheexecutionofsteeringandacceleration/deceleration.In

Level3,thesystem(vehicle)isalsoresponsibleforthemonitoringofthedriving

environment-alsonamedas’ConditionalAutomation’.
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Figure6.5:TheBrookes’Rover’vehicle

Rover

Fordevelopmentpurposes,aminiatureversionofthequad-bikehasalsobeen

developed,namedthe’BrookesRover’(Figure6.5).The’BrookesRover’vehicle

reproducesthemainfeaturesofquadbike:camera,communicationinterfaceand

centralcontrolunit.Itismainlyusedforindoortesting.Itisequippedwitha

RaspberryPiandcameraforvideostreaming,Arduinoboardsfortheultrasonic

sensorsanda802.11n2.4GHzwirelessAPforthecommunicationinterface.

Theultrasonicsensorsareusedasabackupsolutionincasethecomputervision

algorithmsfailtoidentifyanobstacle.

6.3.2 Tested WirelessTechnologies

Inordertotesttheheterogeneousaspectandthebenefitsoftheshimlayer,the

quad-bikecanbeequipped,forthedurationofthetests,withdifferentradio

accesstechnologies.Theisdonethroughtheintermediaryofalaptopplacedon

thequad-bikeforthe802.11nRATsandthroughaUSRPboxforthe802.11p

RAT.Thedetailofthewirelessequipmentusedislistedbelowandthehardware

canbeseeninFigure6.6:

1.Wi-Fi802.11p -TheworkmadeavailablebyBloessletal.[142]isused

tohaveafull802.11pSDRbased802.11TransceiverusingGNURadio.

2.3G/LTE-Onedongleisusedforeachtechnology3G/4G(LTE).
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Figure6.6:WirelessHardwareandInterfacesUsedfortheOBU-ITStesting

3.Wi-Fi802.11n -TheinternalnetworkcardoftheITSlaptopisused

(BroadbandBCM43224)forthe802.11n2.4GHz. The802.11ninthe5

GHzbandistestedwithanexternalantenna(EW-7811UAC).

Alltheinterfacesareconnectedtoalaptop(MacBookProLate2009,Linux

Ubuntu14.04LTS),placedonthequad-bike.Smallerdeviceswereconsidered,

suchasRPi,butcurrentlytheycannotrespondtotheprocessingpowerrequire-

mentsofthealgorithm.Vehiclescanprovidemoreresourcesthanothertypesof

mobilenetworkssuchaslargebatteries,antennas,andprocessingpower.There-

fore,conservingsuchresourcesinvehicularnetworksisnotamajorconcernand

itisassumedthereisnoconstraintontheenergyconsumption.TheGNURa-

dio[143]isinterfacedwithns-3throughaTAPdevice,whichcreatesavirtual

kerneldevice.TheTAPdeviceactsanintermediarybetweentheIPlayerofthe

operatingsystemandtheMAClayeroftheconnectednetworkdevice.Itcanbe

consideredsimilartoaFIFOqueuewherethefirstpacketsthataresenttothe

TAPdevice,arebeingreadandprocessedbythenetworkdevice.

NS-3Emulation Mode

Inns-3emulationmodethenetworkdevicesappearsimilartoans-3simulated

devicefromtheupperlayers,buttheupperlayers(IPandupward)arelinked

toarealphysicalnetworkusingaTAPinterface. Theconceptualmodelof

thecommonlayersfromtheIPLayerupwardsalongwiththeShimLayer’s

interactionwiththeemulatedlayersispresentedinFigure6.7. Thedatais

uploadedviaallinterfacesandreceivedonlyvia Wi-Fi.
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Figure6.7:Conceptualmodeloftheemulatedshimlayer

Thedefaulttimeschedulerbehaviourinns-3isnonreal-time.Betweentwo

eventsthesimulationadvancesthesimulationtimetothenextscheduledevent

regardlessoftherealtimedifferencebetweentheevents.Similarlyduringan

eventexecution,simulationtimeisfrozen. Withtherealtimescheduler,the

behaviourissimilarduringexecutiontime(i.e.simulationtimeisfrozen),but

betweenevents,thesimulatorwillattempttokeepthesimulationclockaligned

withthemachineclock5. Therealtimeschedulerisneededfortheemulation

approachandforthealgorithmimplementationinthetestbed.

6.3.3 TestEnvironment: WheatleyCampus

Afunctional Wi-FiwirelessconnectionfromaPCtotheindividualvehicles

hasbeenproduced.TheextendedservicesetaroundtheRbuildingprovided

asuitabletestingenvironmentforamulti-channel Wi-Fiwirelessconnection

systemtothequadbikeand/ortherover.

5https://www.nsnam.org/docs/release/3.23/manual/html/realtime.html - [Ac-
cessed:2016-04-22]

https://www.nsnam.org/docs/release/3.23/manual/html/realtime.html
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Figure6.8:MapofTestingEnvironmenton WheatleyCampus

Figure6.9:802.11n2.4GHzAPwiringdiagram

ThetestenvironmentcanbeseeninFigure6.8aswellasthereceivedsignal

strengthontheroadsandfieldsaccessiblebythequadbikearoundthecampus.

Thereceivedsignalstrengthmeasurementshavebeenperformedusing Wi-Fi

Exploreronasunny,windyday(ambienttemperature2◦C).Thereceiver,a

laptopwithAirPortExtremefirmwareversionBroadcomBCM43xx1.0was

alwaysorientedtowardstheclosestlineofsightaccesspoint.Three802.11n2.4

GHzAPareavailable,placedaroundthe Rbuilding. Thebackbonecanbe

seeninFigure6.9.

TheTareainFigure6.8istheheterogeneoustestenvironmentwhereRATs

otherthanthe802.11n2.4GHzhavebeenused(Figure6.10).Thesetestsare

describedinSection6.4.2.
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Figure6.10:MapofHeterogeneousTestingEnvironmenton WheatleyCampus

6.4 HardwareImplementationoftheShimLayer

Thehardwareimplementationoftheshimlayerisdividedintwosubsections:the

firstwithaninitialtestingviaasingleRATforremoteimageprocessinginSec-

tion6.4.1andthesecondwiththefullheterogeneousandschedulingalgorithm

hardwareimplementationinSection6.4.2.

Thefirsttestswereusedtosetthefoundationsforthefullhardwareresults

andtoexperimentifremoteimageprocessingforautomatedvehiclescanbe

achievedwithasingleRAT.Thesecondphaseinvolvedimplementingmultiple

RATsonhardwareandtestingtheshimlayerimplementation.

6.4.1 InitialTests: ObstacleAvoidance

Mostcomputervisionalgorithmsdonotworkwithhighresolutionimagesin

real-timeasitisachallengingrequirement,especiallyformobileandembedded

computingarchitectures[144].Often,itispossibletotradeoffqualityforspeed.

Aresolutionimageof640x480orhigher,with30framespersecond,isneces-

saryforfine-grainedboundaries.Ifsucharesolutionisassumed,arequired27.6

Mbpsdatarateisrequired.Fora1024x768resolution,141.25Mbpsisneeded.

Heterogeneoussystemsbecomethusanecessityasnoneofthecurrentwireless

technologiescanprovidesuchdataratesinnon-idealenvironments. Addition-
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ally,invehicularnetworks,thelinkstendtobefarlesspredictablethanina

morestaticenvironment. Thischaracteristicpromptsthedevelopmentofop-

portunistichigherlayersthatshouldtakeadvantageofagoodlinkwhileitlasts

withoutcountingonitslongevity.

Figure6.11:Examplesofimagesegmentationintotraversableandnon-traversable
regionsinbothoutdoorandindoorenvironments[145]

Methodology,TestingEnvironmentandResults

InordertodemonstratethecapabilityofremoteimageprocessingfortheOBU-

ITSroboticplatform,Sapienzaetal.’s[145]computervisionalgorithmwasused

whichautomaticallyguidestherobotawayfromoncomingobstacles.Acamera

wasplacedatthefrontoftheOBU-ITSplatformandimageswerethentransmit-

tedtoaserver.ThevisionalgorithmtakesasinputanRGBimageandoutputsa

speedandsteeringangletore-directtheautonomousplatform.Afterperforming

semi-supervisedimagesegmentationintotraversableandnon-traversableregions

(Figure6.11),thevisionalgorithmestimatesthedistancetothenearestobsta-

clesusingtrigonometricidentities.Finallythedistanceestimatesareanalysed

andthelargestobstaclefreeareasbeyondapredefineddistanceareidentified

aspossiblemovementdirections[145].Thecodeforthereal-timeautonomous

guidancealgorithmisavailableonline6.

Initialtestshavebeenperformedontheisolatedfield,markedwithaTon

Figure6.8withthequadbikespeedlimitedat5km/h,forhealthandsafety

considerations. ThetestingparameterscanbeseeinTable6.3. Thelowest

6https://sites.google.com/site/mikesapi/downloads-Accessed:2016-08-12

https://sites.google.com/site/mikesapi/downloads
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Table6.3:ObstacleAvoidanceEnvironmentSetup

Wi-Fi 1

RAT 802.11n

Frequency 2.4GHz

DataRate Various

LinkDelay Various

APs 3

PropagationLossModel Real-World

TransmissionRange >50m

QueueType FIFO VideoSize  160x120

ShimLayer No Frames/s 15

Numberofvehicles 1 TransportLayer  UDP

Vehiclespeed 5km/h NetworkLayer  IPv4

Mobility Random Addressing  Static

Coverage Various Receiver 1

Tools OpenCV,Hardware,RPi TestingTime  Various

Wireshark,Gstreamer

lowvideosizeandframespersecond(fps)thevisionalgorithmcanfunction

correctlyhasbeenchosen,160x120and15fps.ThethreeAPsaroundtheR

building,markedwithpinkpinsonFigure6.8,havebeenused.Thestandard

LinuxFIFOqueuewithIPv4andUDPhavebeenselectedastheshimlayerwas

notimplementedintheseexperiments.

Thequadbikeavoidedtheconeobstaclessuccessfully7. Onasinglethread

thecomputervisionalgorithmtookapproximately5mstorunonasingleimage

ofsize160x120.InthescenariowithasingleWi-Fiinterfaceandnooptimization

ofthestandardWi-Fialgorithms,theroundtripforthecontrolmessagetoreach

thequadbikewasaround400ms,withvaluesupto800ms.Thevalueneeds

tobeconsiderablylowerforanefficientobstacleavoidancedetectionathigher

speeds.Improvementcouldbeachievedontheencodingandcompressionof

thevideoonthetransmittersideaswellastheoptimizationofthenetwork.

Toreachlowervaluesrequiredforamoreefficientobstacleavoidancedetection,

implementingaheterogeneouswirelesssystemonhardwarecouldbethesolution.

7Foravisualrepresentationthereaderisinvitedtoseetheavailableonlineprojectvideo
-http://tinyurl.com/its-brookes-[Accessed:2016-08-12].

http://tinyurl.com/its-brookes
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Table6.4:HardwareImplementationTestingSetup

Wi-Fi 1 Wi-Fi 2 Wi-Fi 3

RAT 802.11p 802.11n 802.11n

Frequency 5.9GHz 2.4GHz  5.2GHz

Manufacturer Ettus Linksys  TP-Link

Model USRPN210  WRT160N  AC1750

DataRate 20kbps  19.5Mbps  58Mbps

Channel 178 Auto Auto

TxGain 25dB Auto Auto

AntennaHeight 1.5m 1.5m  1.5m

VehicleAntenna 1m 1m 1m

LinkDelay Various Various  Various

APs 1 1 1

PropagationLossModel  Real-World  Real-World  Real-World

TransmissionRange Various Various  Various

APSpacing 10m SafetyTraffic 20kbps

Security None OtherTraffic Various

Numberofnodes 1 TransportLayer UDP

Nodespeed ≈11km/h NetworkLayer IPv6

Mobility Circuit Addressing Static

Area ≈8,780m2 ReceiverSink 1

Perimeter 438m PacketSize 1448bytes

QueueType CoDel SafetyPacketSize  200bytes

Tools ns-3.22,USRP TestingTime ≈[160-450s]

GPS,Hardware perrun

Wireshark

6.4.2 HeterogeneousImplementation

Theobjectiveofthehardwaretestinginthissectionistodemonstratethat

theproposedMISSschedulingalgorithmcanworkwithrealworlddevicesand

hardware,andthatthedatacanbesplittransparentlyacrossmultipleRATs.
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Figure6.12:LayerStackofhardwaretestelements

TestingParametersandSetup

Thealgorithmwasimplementedandtestedonasingleusernodewith3RATs.

ThetestingparametersandsetuparedescribedinTable6.4. The Wi-Fi 1

802.11p5.9GHzimplementationisperformedviaEttusResearchUSRPboxes.

Thedatarateof Wi-Fi 1802.11p5.9GHzislimitedto20kbpsratherthan6

Mbpsasthestandardindicates,duetobufferconfigurationonthereceiverside.

ThislimitationdoesnotaffecttheotherRATs.Increasingthedataratetothe

specificationstandardisanareaforfurtherwork.ThedatarateofWi-Fi2has

beenlimitedto19.5Mbpsandthatof Wi-Fi3to58Mbps.TheRATswork

ondifferentfrequenciesandtherewasnochannelinterference.Thechanneland

TxGainwereleftbydefaultfromtheAPsconfigurations. Noauthentication

hasbeenimplementedandastaticIPaddressschemeisused. TheAPswere

arbitrarilyspacedat10mfromeachother. Thespeedofthenodewasthe

averagespeedoncetheexperimentshavebeenperformed.Thetestingtimewas

theobservedvaluenecessarytocompletethecircuit,dependingonthechosen

path. Asinpreviousexperiments,thepacketpayloadsizeof1448byteswas
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Figure6.13:PicturesofHeterogeneousTestingmaterialandenvironment

chosentoavoidfragmentationattheIPlayer(1500bytesMTU-52bytesIP

header). Forthesafetypackets,the200bytesvaluefromtheBasicSafety

Messages(BSM)waschosen.

Figure6.12providesalayeredstackviewofthehardwareandtheconnections

betweentheelements.TheUSBEthernetadapterinFigure6.12hasa400Mbps

limitationbecauseoftheUSB2.0.Testswithdataratesabove200Mbpsper

accesspointarethereforenotconclusive.

Noautomatedobstacleavoidanceorautonomousdrivingwasinvolvedin

theseinitialheterogeneoustestsandadifferentvehiclethantheITSquad-bike

wasused.ThetestvehiclewasequippedwithaGPSmoduletotracetheposi-

tionsacrossthefield.Tworoutesweretakenbythevehicle,dependingonthe
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Figure6.14: MapofShortPathHeterogeneousTestingEnvironmenton Wheatley
Campus

Figure6.15: MapofLongPathHeterogeneousTestingEnvironmenton Wheatley
Campus
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numberoftestedRATs. Whenonly Wi-Fi2and3wereused,theshortroute

(SR),depictedinFigure6.14,wastakenwithanaveragecompletiontimeofthe

routein250-300s. WhenallRATswereused,thelongerroute(LR),depicted

inFigure6.15,wastakenwithanaveragecompletiontimeoftheroutein450s.

BothpathshaveasstartandendpointWi-Fi1(green).Imagesofthevehicle,

hardwareandsetupfromthetestingcanbeseeninFigure6.13.

Simpletests(pinganddummypackettransmission)havebeenperformed

withLTEbuttheinterfacewasnotusedfortheHardwareTestingasitwould

haverequiredcreatinganexperimentalsetupwithanInternetgateway. This

hasbeenleftforfuturework.

Resultsanddiscussion

ThedifferencebetweenParallelwithRedundancy(Figure6.16)andParallel

withoutRedundancy(Figure6.17)canbeseeninthenumberofreceivedpackets

withdoubletheamountofdatafortheParallelwithRedundancythanParallel

withoutRedundancy(≈8Mbpsvs.≈4Mbps).Theseconditeminthegraphs

(Wi-Fi802.11n5.2GHz)hasbeenplottedasbarvaluesratherthanlinearin

ordertobetterassessthedifferencebetweenthetwoRATs.Thedropof Wi-Fi

3atthe45thsecondinFigure6.16isduetothevehiclegettingoutofrangeof

theAP.

WhenallthreeRATsareused(Figure6.18)thepacketsaredistributedacross

allthreeRATs.The’TotalRxPackets’(blackline)representthetotalreceived

packetsbythesinkanditisthesumofthetransmittedpacketsbythe3RATs.It

istobenotedthatWi-Fi802.11n5.2GHzismostlyoverlaidwithWi-Fi802.11n

2.4GHz.TheWi-Fi802.11n2.4GHzline(darkblue)canbeobservedwhenthe

spikesfrom802.11n5.2GHzoccur.Thespikesrepresentthe802.11n5.2GHz

APgettingoutofrange. Thepacketsthatwerenotsuccessfullytransmitted

remaininthetransmissionbufferandwhenthevehiclereturnedintherangeof

theAP,allthepacketsweretransmitted. The802.11pRAT(Wi-Fi1)stops

afterthe190thsecondbecauseofasoftwarebuffererror,independentofthe

shimlayer,withinGNURadio.

Thesebehaviours,exceptforthesoftwarebuffererror,areasexpectedfrom

the MISSschedulingalgorithmandtheshimlayer. Thetestshavevalidated

thattheshimlayercanbeimplementedonhardware.
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6.5 Summary

Inthischapter,thenetworkselectionuplinkschedulingalgorithmwasfurther

evaluatedinrelationtovariousmobilitytypes.Realisticsimulationswereper-

formedbygeneratingrealisticmobilitytracesofOxfordandoverlayingthereal

locationsofexistingWi-FiAccessPoints.AnIntelligentTransportSystemstest

bedwasdevelopedtoassesstheshimlayercommunicationcapabilitiesviahet-

erogeneouswirelesssystems.Initialtestshavebeenperformedwithasingleuser

nodeandthefeasibilityofobstacleavoidanceusinglowcostequipmentwitha

remoteimageprocessingapproachinarealtimeenvironmenthasbeenshown.It

wasalsoshownthattheheterogeneouswirelesssystemwiththeproposedalgo-

rithmcanbepracticallyimplementedandcanworkwithrealworlddevicesand

hardware. Onelargeareathatneedsinvestigationisthecomparisonbetween

thesimulationresultsandthehardwareresults.
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Chapter7

ConclusionsandFuture

Direction

“Italwaysseemsimpossibleuntilit’sdone”

[NelsonMandela]

Themainmotivationbehindthisresearchworkisthattheavailabilityof

multipleindependentRadioAccessTechnologiescanbeusedtoimprovespec-

tralefficiencyandavailability.Providingreliablewirelesscommunicationcapa-

bilitybetweenvehiclesandbetweenvehicleandinfrastructureisthekeytothe

futuresuccessofIntelligentTransportSystemsandautomatedvehicles.Appli-

cationswillincludeimprovedinformationtodrivers,enhancedsafetyfeatures,

platooning,supportforautonomousdrivingandinfotainment.Effectivelyman-

agingresourceallocationinsuchacomplexenvironmentrequiresashiftfrom

traditionalcentralizedmechanismstowarduser-centricandself-optimizingap-

proaches. Multiplewirelesstechnologieshavebeendevelopedthatrespondto

differentneeds,short-range/long-range,highbandwidth/lowlatencybutnosin-

gleRATcanmeetalltheserequirementswiththevehicularnetworkatitscore.

Inthisthesis,anovelschedulingalgorithmwasproposedatanintermediate

layerbetweenthe MACandNetworklayerthatcanschedulepacketstodif-

ferentRATstransparently. TheMultipleInterfaceSchedulingSystem(MISS)
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sendsinformationovermultipleradioaccesstechnologieswithoutmodification

oftheexistingstandards. Thealgorithmaccommodatesdifferentperformance

metricsandcanadaptitsdecisionsbasedonuser-specifiedprofiles.Theschedul-

ingalgorithmscoringisacombinationbetweenacompensatoryalgorithmand

non-compensatoryalgorithm:acompensatoryalgorithmisadaptedbyadding

minimumcut-offvalues.AnotheradvantageisthatasingleIPaddresscanbe

usedtoidentifyanodeduetothepresenceofasingleNetworklayer.Inaddi-

tion,thesamenetworksecuritymechanismsimplementedbyindividualwireless

technologiesatthelowerlayersanddatasecuritysolutionsattheupperlayercan

stillbedeployed.TheconsideredRATsarecellular,infrastructurebased Wi-Fi

(802.11n2.4GHzandinthe5GHzband)andthevehicular Wi-Fi802.11p.

Inthecurrentstate,oneofthelimitationsoftheshimlayeristhatitcan

provideatransparentheterogeneousconnectiononlyfortheuplink.Thefocus

issetontheuplinkratherthanthedownlinkasseveralemergingapplications

treatvehiclesasdatasources.Similarly,providingaheterogeneousuplinkdoes

notrequireanymodificationstothestandardsandtheRATscanbemanaged

bydifferentoperators.Providingaheterogeneouslinkonthedownlinkrequires

thatthedifferentRATsareprovidedandmanagedbythesameoperatoranda

userschedulingapproachisperformedontheoperatorside.

Theexperimentsdemonstratedthatitispossibletoschedulemultiplepackets

overdifferentwirelesstechnologies,whicharenotprovidedbythesameoper-

ator.Foragivenscenario,higheravailabilityandthroughputcanbeachieved

andpacketscanbeprioritizedbasedonuserprofileswithnomodificationof

standards.Intermsofscalability,theintermediateshimlayerprovedtobea

suitableapproachforsupportingconnectivitybyincreasingtheavailabilityof

uplinkconnectionwiththecurrentinfrastructure.Simulationswithreal-world

datahavealsoshownthebenefitsofusingtheshimlayerinrelationtodifferent

mobilitytypes(walking,driving,cycling)withinanurbanenvironmentandwith

theexisting Wi-Fiinfrastructure.

Theshimlayercanalsobebeneficialinanon-cooperativemulti-useren-

vironment,withahighnumberofusersthatallhavetheshimlayer,butthe

underlyingRATslimitationsarealsolimitingtheshimlayerperformanceasthe

numberofusersincrease.Theperformanceishigherintermsofpacketdelivery

ratioanddelaycomparedtoanon-shimlayerapproachforbothsaturatedand

non-saturatedenvironments.

MISSandtheshimlayerwerealsoimplementedonhardwaretoshowthe

feasibilityofsuchasysteminareal-worldenvironment.Testswereperformed
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oncampuswithamovingvehiclewiththreedifferentRATs- Wi-Fi802.11n2.4

GHz, Wi-Fi802.11n5.2GHzand Wi-Fi802.11p5.9GHz-andshowedthat

datacanbesplittransparentlyacrossmultipleRATs. Theshimlayercanbe

beneficialforaheterogeneouswirelessnetworkinIntelligentTransportSystems.

Suchanapproachisnotonlyvalidforheterogeneousvehicularnetworksbutcan

beusedbymobiledeviceswherethegoalistouploadinformationfromdifferent

portabledevicesatanytimeandanywhere.

7.1 FutureDirection

Improvementtothecurrentworkcanbemadeonseveralfronts. Thefirstis

implementingandtestingwithotherRATssuchasBluetooth,VLCorpossibly

satellite.Integratingatransparentheterogeneoussolutionintheshimlayerfor

thedownlinkisanareathatwouldenhancethiswork.Currently,enddevicescan

beupgradedviaasoftwareupdatetoincludetheshimlayer.SoftwareDefined

Networks(SDN)inthecloudcouldbeusedtoprovideasimilartechnology

agnosticsolutionforthedownlinkwithnomodificationoftheexistingwireless

standards.

Intermsofsimulation,moreextensiveperformanceevaluationscanbedone

toassesstheimpactoftheMACoverheadorthedifferencebetweenapacketby

packetandblockprocessingapproach.AcomparisonbetweenUDPandTCPis

anothersetofteststhatwouldrequireparticularattention.Ingeneral,theuse

ofrealtraffictraces(CologneVehicularTraces)wouldenhancethesimulation

work.

Cellularsimulationsareoneoftheareasthatcouldnotbecoveredbythis

workandcouldalsobeperformed.Itistobeseenhowvariationontheparame-

tersand/orprofilesoftheusersunderthesamesimulatedscenario(e.g.halfthe

usersusetheshimlayerwithMISSandtheotherhalfareequippedwithother

noncooperativealgorithms)affectstheoverallnetworkperformance.Further-

more,comparingtheshimlayerwithotherheterogeneoussolutions,workingat

differentlayers,wouldbeaninterestingstudy.

Cooperativeapplicationsareapotentialareaofstudy. However,theyare

moredifficulttoimplementandassessonhardwareastheyrequirelargepene-

trationratesinordertoassuretheirfunctionality,makingthefirststepstowards

theirdeploymentunattractive.Inasimilarway,devisingasystemthatensures

backwardcompatibilityforlegacytechnologiessuchasIPv4isoneofthemain

challengesthatstillneedstobeaddressed.
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Theemergenceofthe’InternetofThings’withlowpowernodescanbean

opportunityfortheprofilebasedshimlayer.Thenodesmainlysendinformation

andmighthavedifferentRATsavailabledependingontheirmobilitybutare

restrictedbytheirpowerconsumption.

Intermsofhardwaretesting,remoteimageprocessingwithheterogeneous

networksisamultidisciplinaryareaofstudythatcanprovidenovelresults.

Finally,testingtheshimlayerwithmultipleusersonhardwareisoneofthe

keypathsforapossibleimplementationoftheproposedapproachinfuture

IntelligentTransportSystems.
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